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II (IMM2) (IMM)
Super 1I/O
MM IMM2 (BMC) Remote Supervisor Adapter
11
. (IPMI) P

IBM® BladeCenter
* Embedded Dynamic System Analysis (DSA)

. Advanced Settings Utility (ASU) IBM
BladeCenter
. IMM2 IBM BladeCenter
IMM2
. IBM BladeCenter
. IBM BladeCenter System x
shared
. IBM BladeCenter IBM BladeCenter
/ / (KVM)

IBM System x® Server Firmware IBM (UEFI)
IBM System X IBM BladeCenter / (BIOS)
BIOS

IBM System x Server Firmware BIOS UEFI
23 iSCSI Active Energy Manager

Setup Utility

. IBM System x Server Firmware UEFI
* IBM System x Server Firmware UEFI
. IBM System x Server Firmware IBM
IBM IMM2 IMM2 IBM System x Server
Firmware System x BladeCenter IBM Flex System

IBM Support Portal
IBM Support Portal Web
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IBM Web

1. |http://www.ibm.com/ support/entry/portal|
2.
3. > System x > BladeCenter
4.
5.
6.  “Flash ”
IMM2
IMM2 IMM2
IBM IMM2
Web Web

IBM BladeCenter
IMM2
IMM2 Basic

IMM2 Basic
IPMI 2.0

e [PMI
e JPMI Serial over LAN

IMM2 Standard
IMM?2 Standard
. IMM?2 Basic
. Web Web
* SNMPvl SNMPv3
e Telnet SSH CLI
. /


http://www.ibm.com/support/entry/portal

* LDAP

* SNMP CIM
* NTP

. Telnet/SSH

IMM2 Advanced
IMM?2 Advanced
. IMM?2 Basic Standard
. Java ActivX

IMM2

IMM IMM2

IMM2

. IBM System x Web GUI

* ActiveX
* Ethernet-over-USB USB 2.0

. IMM2

IMM2

IBM Basic Standard IMM2
IMM2
[157 7 ., Features on Demand |

IMM2 BladeCenter

BladeCenter IBM BladeCenter
IBM BladeCenter IMM2 IBM
IBM BladeCenter KVM



IBM BladeCenter IMM2
IBM BladeCenter IMM2 IBM
BMC (cKVM)

Web
IMM2 Web Java™ V1.7 Web

* Microsoft Internet Explorer V8 V10
* Mozilla Firefox V3.6 V20
* Chrome V13 V26

IMM2 IMM2
IMM2

= TigerVNC: Andromeda-server:5 (immdev)
) Log In - Mozilla Firefox

File Edit View History B Tools_Help

{ilogin [EX

%o [@ hitps://192.168.70.125/designs/imm/index.php ~ 2 [@~ Goooe

Integrated Management Module

Username:

USERID

Password:
Inactive session timeout:

No timeout

‘security and avoid login conflicts, always end
ing the "Log out" option in the upper right area of

IMM2 Web
IMM2 IMM2

Supported Browsers



Integrated Management Module

User name:

Password:

N

Inactive session timeout:
20 minutes

' Log II"Il

Note: To ensure security and avoid login conflicts,
always end your sessions using the "Log out" option in the
upper right area of the web page.

~Supported Browsers

The Firefox browser is recommended for JAWs users.
The IMM2 web interface works with these browsers:
B Internet Explorer 8-10
B Firefox 3.6-20
B Chrome 13-26

The IMM2 Remote Control function works with these client
operating systems:
B SLES11
RHELS5, RHELS
Windows XP
Windows Vista
Windows 2008
Windows 7, 8
Windows 2012

https

DHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-SHA256
DHE-RSA-AES256-SHA
DHE-RSA-CAMELLIA256-SHA
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-SHA256
DHE-RSA-AES128-SHA
DHE-RSA-SEED-SHA
DHE-RSA-CAMELLIA128-SHA
AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

https



AES128-SHA
CAMELLIA256-SHA
CAMELLIA128-SHA
EDH-RSA-DES-CBC3-SHA
DES-CBC3-SHA
SEED-SHA

RC4-SHA

IMM2

SUSE Linux Enterprise Server 11 (SLES11)
Red Hat Enterprise Linux Enterprise 5 (RHELS)
Red Hat Enterprise Linux Enterprise 6 (RHELOG)
Microsoft Windows XP

Microsoft Windows Vista

Microsoft Windows 2008

Microsoft Windows 7

Microsoft Windows 8

Microsoft Windows 2012

Web
IMM2
IMM2 IMM2
IMM2 Web

I



2 IMM2 Web

IBM BladeCenter IBM IMM?2 IBM
BladeCenter IBM IBM IBM
BladeCenter IBM BladeCenter / /

(KVM) IMM2
Advanced Settings Utility (ASU)
IMM2 Virtual Media
Key IMM2 Web IMM2
IMM2 Web
IMM2 Web
IMM2 (DHCP) IPv4 IMM2
1Pv4 192.168.70.125 IMM2 DHCP
IPv4
IMM2 IPv6 IMM2 IPv6 IP IPv6
IMM2 IPv4 TP IPv6 IMM?2
IPv6 IMM2 Web Network Interfaces
IPv6
fe80::21a:64ff:fee6:4d5
IMM2 1Pv6
. IPv6
. IPv6 1P
. DHCPv6
IMM2
IMM2

IBM System x

Setup Utility
DHCP
Setup Utility IMM2

IBM System x

© Copyright IBM Corp. 2014
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IMM2
IMM2 1P
7



I

SN

90

File View Macros Tools Help

o
|-

IBM System x™

Server Firmware

Licensed Matsrials - Property of [BM Corp. Firmware contains licensed third party modules.

| 1> Setup <F2> Diagnostics <F12> Select Boot Device .
<Fb> POST Event Log

<F1> Setup F1
Setup Utility
Setup Utility System Settings
Integrated Management Module
Network Configuration
DHCP Control DHCP Control IMM2
e Static IP
* DHCP Enabled
e DHCP with Failover



File View Macros Tools Help

Network Configuration

Netuork Interface Port {Dedicated> Set your DHCP Control
Burned-in HAC A S 00-1A-64-E6-11-AD preferences.
Hostnane D3T110

' with Failover

<Enabled>
AD10:E6G4:1100-EAEG: 11
27/ 64

fdvanced THH Ethernet Setup

1lete Entry

7.
1P 1P
9. Setup Utility
IMM?2
shared IMM2 Network Configura-
tion Network Interface Port Dedicated
Shared
° MM2
10. Save Network Settings
11. Setup Utility
. 1
. IMM2 Web (CLI) IMM?2
IMM2 Web Network Protocol Properties IMM
Management Network IMM2 CLI
IMM2
IMM2 USERID PASSWORD
o Supervisor

2 IMM2 Web 9
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IMM2 Web IMM2
Web URL

IMM?2 Login

Login

IMM2 1P

IMM2

20 minutes | -

Note: To ensure security and avoid login conflicts, always:
nd your sessions using the "Log out” option in the upper
right area of the web page.

»Supported Browsers




3. Log In System Status

IMM2 GUI System Status » System
State “Booting OS or in unsupported OS” Windows 2008
Windows 2008

netsh firewall set icmpsetting type=8 mode=ENABLE

Windows icmp Web CLI
IMM2 GUI “OS booted”

IBM Integrated Management Module

USERID  Settings |

System Status  Eventsw  Service and Support v  Server Hanagement »  IMM Management =

IBM Flex System x240 with 10Gb

Add System Descriptive Name,

The System Status and Health page provides an at-2-glance overview of the operating status of the server in which this MM resides. Common information and actions are co-located on this one page.
System Status

Power: off

Systemstate:  System power off/State unknown

System Information ~ | [ Power Actions + | | Remote Control. . . | Latest 05 Falure Scree

Active Events
Severity « Source Date Message

Hardware Health

Component Type Status

Disks Normal
Processors [ Normal
Memory Normal
System [ Normal

IMM2 Web [ MM2

[ ]

IMM2

IMM2 IMM2

Settings IMM2 Web
Log out IMM2

!

IBM Integrated Management Module Il USERID

Settings | Log out

System Status  Events~  Service and Support~  Server Management~  IMM Management v

1. IMM?2

System Status System Status
Server Management System Information Server Power
Actions Remote Control

[ 20 System Status | [ 105 |

[ ]

2 IMM2 Web 11



1. IMM?2 ()
Events Event Log Event Log IMM2
IMM2
| 26 Events | 1 130
I |
Event Recipients Event Recipients
[ 28 Event Recipients | [ 132]
I
Service and Support | Problems Problems Support Center
| 31 Problems|
Settings Settings 34 Set+
Download Service|Download Service Data IBM
Data 38 Download Service Data | I:l

[138

12 I



1. IMM2 (

)

Server Management

Server Firmware

Server Firmware

IMM2

DSA | 40

Server Firmware | |

125

[ 1

Remote Control

Remote Control

13 2 « ”

CD-ROM

USB

[ 44

113

[ ]

Server Properties

Server Properties

Properties
* General Settings

* LEDs
* Hardware Information
* Environmentals

* Hardware Activity
(FRU)

| 49

Server Properties |

(VPD)

IMM2

Server

Server Power Actions

Server Power Actions

| 53

Server Power Actions | |

112

Cooling Devices

Cooling Devices

| Cooling Devices |

Power Modules

Power Modules
| Power Modules |

Local Storage

Local Storage

| Local Storage | [ 150

| 55 |

55

Memory

Memory

(DIMM)

| 56

Memory |

IMM2 Web

13



1. IMM?2 ()
Server Management | Processors CPUs
| 57 Proces-|
Adapters Adapters
| 58 Adapters | [ 155
Server Timeouts Server Timeouts
[ 59 Server Timeout | | 66
PXE Network Boot PXE Network Boot
(PXE)/ (DHCP)
(PAP)
[ 59 PXE | [ 124 PXE |
Latest OS Failure|Latest OS Failure Screen
Screen IMM2
[ 59 Latest OS Failure Screen | [ 139

Power Management

Server Power Management

| 60 Power Management | I:l
[140 |
Scalable Complex Scalable Complex
[ | [ 145
IMM Management IMM Properties IMM Properties IMM2 IMM Proper-
ties
* Firmware Server Management Server Firmware
IMM2
. IMM Date and Time Settings IMM2
e Serial Port IMM2
CLI
| 63 4 IMM2 |
Users Users IMM2
IMM2
(LDAP) Web
[ 71 |

14 I



1. IMM?2

(

)

IMM Management Network Network Protocol Properties IMM2
* Ethernet IMM2
* SNMP SNMPv1 SNMPv3
* DNS IMM2 DNS
* DDNS IMM2 DNS
e SMTP SMTP
* LDAP LDAP
* Telnet IMM2 Telnet
* USB IMM2 USB
USB
. Port Assignments IMM2
[ 80 |
Security IMM Security IMM2
. HTTPS Server HTTPS
. CIM Over HTTPS CIM over HTTPS
. LDAP Client LDAP
. SSH Server SSH
* Cryptography Management IMM2 SP
800-131A
[ 92 |
IMM Configuration |IMM Configuration IMM2 102
| IMM |
IMM Management | Restart IMM Restart IMM IMM2 | 102 |
Reset IMM to fac- Reset IMM to factory defaults... IMM2
tory defaults... [ 103 IMM2 |
Reset IMM to factory defaults... IMM2
Activation Key Man- Activation Key Management IMM2 Fea-
agement tures on Demand (FoD) | 104 |
2 IMM2 Web 15
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3 IMM2 Web
IMM2 Web
IBM BladeCenter IBM IMM?2 IBM
BladeCenter IBM IBM BladeCenter
IMM2
Advanced Settings Utility (ASU)
Web
Web
IMM2 Web Web
Web
USERID Settings | Log out
Settings
USERID
[E’respass Message. .. _
Page Auto Refresh
Web Settings Page Auto Refresh
60 60
Automatically refresh appropriate data... OK
OK Auto refresh settings

Auto refresh settings

_/ Automatically refresh appropriate data (e.g., health status) every 60 seconds.

OK || Cancel

© Copyright IBM Corp. 2014 17
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IMM2 Web
Web

» System Status

* Server Power Actions Server Management
* Remote Control Server Management

Start remote control... Session List 60
. Web Web

Web
. Server Management Remote Control
Web
Web

e IMM2 Web

Web

Web Web

Trespass Message

Web Settings Trespass Message
IMM2 Trespass Message
OK

IMM2

Web

IMM2

Trespass message

A trespass message is text that will be displayed to any user logaging in through the
web or CLI interface. You can enter any relevant warning or informational text here
that you wish users to see.

WARNING! This computer system and network is PRIVATE AND PROPRIETARY and m

OK || Cancel

IMM2 Message

1I



Integrated Management Module

User name:
Il
|

Password:

Inactive =ession timeout:

Mo timeout

Mes=sage:

WARNING! This computer system and network is
PRIVATE AMD PROPRIETARY and may only be
accessed by authorized users,

!Log Inl

Note: To ensure security and avoid login conflicts, always
end your sessions using the "Log out” option in the upper
right area of the web page.

»Supported Browsers

IMM2 Web

IMM2 Web

Web Web Log out

3

IMM?2 Web

Login

19



Integrated Management Module

User name:
Il

Password:

Inactive =ession timeout:

Mo timeout

Mes=sage:

WARNING! This computer system and network is
PRIVATE AMD PROPRIETARY and may only be
accessed by authorized users,

Lag In |

Note: To ensure security and avoid login conflicts, always
end your sessions using the "Log out” option in the upper
right area of the web page.

»Supported Browsers

IMM?2 Web
Web IMM2
Web Web
System Status
IMM2 Web System Status
IMM2 Web System Status Sys-
tem Status System Status
System Status IMM?2 Web

20 11



IBM Integrated Management Module II

System Status  Events =  Service and Support = Server Management ~  IMM Management =

System x3550 M4
Test Server rename. ..
Host Name: Host_Name rename. ..

The System Status and Health page provides an at-a-glance overview of the operating status of the server in which this MM
resides. Cormmon information and actions are co-located on this one page.

System Status
Power: On
System state:  OS booted

| System Information = || Power Actions = | | Remote Control. . . | Latest 05 Falure Screen
Active Events
Severity -  Source Date Message

Hardware Health

Component Type Status

Cooling Devices [ Mormal
Power Modules [ Normal
Local Storage [ Mormal
Processors [ Normal
Memory [ Normal
System [ Mormal

IBM Integrated Management Module Il

rvice and Si

S System health is norma

System x3650 M4

IEM Integrated Management Module |l

- 2 active error events

S 0 active attention event 2rvice and 5t

IBM Flex System x220+1Gb ENET

System Status

3

Active Events

IMM2 Web

21
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Add System Descriptive

Active Events
Severity ~ Source Date Message
@ Error System 16 Jul 2012 09:00:28.000 PM Sensor Mezz Exp 2 Fault has transitioned to critical from a less severe
o state
@ Ermor S 16 Jul 2012 01:00:29.000 PM Sensor Mezz Exp 2 Fault has transitioned to critical from a less severe
o state.
Name...

IBM Integrated Management Module Il

System x3650 M4

Add System Descriptive Name. . .

IE System Status Ewvents »  Service

Add System Descriptive Name...

IMM2

Change System Descriptive Name

help you identify your system.

Edit the name of your system. This is @ name used for descriptive purposes to

|Te;t Server
| OK || Cancel |
Host Name Rename... Network Protocol Proper-
ties Network Protocol Properties Ethernet
Host Name [ 80 |
System Status System Status

System Status

System Status

Power: on

System state: System running in UEFI

Systemn Information = Power Actions

1I



/ UEFI UEFI
UEFI UEFI
UEFI UEFI
IMM?2 Ethernet over USB
Ethernet over USB
IMM2
RAM

3

IMM?2 Web

23
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System Status
Latest OS Failure Screen

System Information ¥ || Power Actions ¥ Remote Control. . .

Latest OS Failure Screen

System Information

| System Information + | | Power Actions + | | Remote Control. .. | Latest OS Falure Screen

System Information Quick View

' Name | Value

Machine Name

System x3550 M4

Machine Type-Model T914A2A
Serial Mumber O6KNKLS
uuD 39B8A0803ATE1ME2B4EFGCAEBB4ERICE
Server Power On
Server State 03 booted
Total hours powered-on 1005
Restart count 27
Ambient Temperature 6620 F/19.00 C
Enclosure Identfy LED Off[chang=. |
Check Log LED Off
=

Power Actions

[ ]

Remote Control

System Information Power Actions Remote Control

112

[ 113

Latest OS Failure Screen

[ 139

Failure Screen

System Status Hardware Health

Critical

1I

Component Type

Power Modules

Latest OS



Hardware Health »
Component Type Status
Cooling Devices L Mormal
Power Modules @) Critical
Local Storage L4 Mormal
Processors L. Mormal
Memary L Mormal
System L. Mormal
Memory
Display the memory modules available on the server. Clicking on a module displays a Properties pop-up window with 2 tabs: Eve
FRU MName + Status Type Capacity (GB)
DIMM§ ____ i [@Normal  DDR3 4
DMK BNormaI DDR3 4
DIMM 16 ENormaI DDR3 4
DI 21 mNormaI DDR32 4
FRU Name

Properties for DIMM 4

Events Hardware Information

There are no active events for this device

| Close |

Hardware Information

3 IMM2 Web

25



Properties for DIMM 4
Events Hardware Information
Description DIMM 4
PartNumber M393B5773CHO-YH9
FRU Serial Number  8634E095
Manuf Date 2211
Type DDR3
Size 2 GB
Close
Events
IMM2 Web Events
Events Event Log
Event Recipients IMM2 Web Events

IBM Integrated Management Module I

E] System Status | Events - | service and Support »  Server Management »  IMM Management -
Even%og Full log history of all events

&dd and modify E-Mail and SysLog
notifications

System x375(

Add System Descriptive Nam_

Event Recipients

Event log
Events Event Log Event Log Event Log
IMM2
IMM2
Event Recipients
Event Log

26 11



Event Log

This page displays the contents of the IMM event log, and allows you to sort and fiter the log. By default the log entries are displayed in reverse chronological order (most recent log entry first
displayed along with a timestamp, source and a text mess. .. more. ..

= F Fiters: | @] [ 'y Time: | Al Dates Go
| Severity Source Date - EventiD Hessage
22 00t51 tems fitered Ditems selzcted Clearfiter  Applied filters: Events] Emar Waming Information Audit
R bin Remote Login Successiul. Login ID: USERID from
Informational 3112013 714 ’ .
@ inomatonal  System 112013 09:0242.771 Al 0x4000000200000000 e eeistry ks
ENETICINep1]
DHCP-HSTN=1llI2-5cas8b4e83cs,
@nomatonal  System 3112013 09:01:00.287 Al 0x4000001500000000 DN=cn.ibm.com, IP@=9.185.165.78
@=9.185.166.1
Minomatonal  System 3112013 09.0058.957 All 0x4000001900000000 LAN: EthemetlBItep2] interface is now active
ENETICIN:ep2]
me=Ilili2-5caeBbAeB3cs,
@ nformational  System 0x4000001700000000 N
ENETICIM:ep1]
M infomational  System 3112013 09:00:53.403 All 0x4000003700000000 1PYE-LinkLocalHstName=IHili2-5casBb4eaacs,
IP@=e80: Beac:BbfTiede:83ch Pref=54
M infomational  System 3112013 09.0051582 Al 0x4000001900000000 LAN: EthemetlBIep1] interface is now acive
[ Infermational  System 3112013 09.00:47.068 Al 074000000100000000 Tanagement Goniroller SN# 08KNKL9 Network
Initializsion Complete
Minomatonal  System 3112013 09.00.02.674 Al 0XB0080126210 11 Device Low Securiy Jmp has been added.
@ nformational  Power 3112013 09:0002304 All 0805000913011 Host Power has been turnsd off.
013 meE 1252 . Hanagement Controller SN 08KNKLO resst was
Informational 3112013 08:66:11.252 4 ’ 5
@ inomatonal  System 112013 08:55:11.252 All 0x4000001500000000 e e
) Flash of SI# 0BKNKLO from (7:9.185.155.119
ormatic S 3112013 08:47.59.118 4 23
Minomatonal  System 3112013 08:47:59.118 Al 0x4000002300000000 Fleen TSl Do Lo o
R - Remote Login Succsssiul. Login ID: USERID from
Informational 3112013 08:43:15.566 A ’
Minomatonal  System 112013 084315688 Al 0x4000000200000000 B e s
= - e Remote Login Successiul. Login ID: USERID from

Export

Event Log

This page displays the contents of the IMM event log, and allows y
entry first). For each log entry, the severity of the eventis displayed

E;‘rj | [7| -/ Export EventLogs

i

Severity

Source

= 00f52 items filtered

- [ Informational

i 2 ¢ [ Informational

System

System

Date

2 items selecte)

31 Jan 2013 09:]

31 Jan 2013 09:C

Export
Event Log

3 IMM2 Web
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Delete Events

Delete Events

3 Choose which events you wish o delete

/ Piatiorm Evenis
/ Auditevents
OK || Cancel

Refresh Events

=]
=

= >

=}
&

Visible Columns

Audit Events

/

8 Time: | All Dates

Warning Events

Fiers: | @] |1
-

Error Events

Information Events

Date ranges to show

Go

T

Go

Search Events

29 =2 % = Firers: @Ay | [ & Time: | All Dates EENET] m
Severity Source Date ~  EventD Message
if:& 0 of 53 items filtered 0 items selected Clear filter  Applied filters: Events:[ Error Warning Information Audit]
i - Remote Login Successful. Login ID: USERID
[ Informational System 1Feb 2013 01:29:28 414 AM 0x4000000200000000 webguis at 1P address 9.186.166.119

Log LED Status

Check

0k

Change Check Log LED

1| Wnen this LED is Iit, it indicates that an error has occurred. Read the eventlogto |
getmore information about this event. Turning off the Check Log LED

|| acknowledges that you have read event log information but the errar may still be
present..

Do you want to trm off the Check Log LED in your system?

Cancel

Event Log

Filter Events

Clear Filter

= Filters: | @) A i@ & Time: | All Dates o
Source Date + Eventid Message
3% 34 0f 56 tems fitered 0items selected Clearfiter  Applied fllers: Events: [ Error Warning Audit]

Event Recipients

Events

1I

Events Recipients



IBM Integrated Management Module I

E’] System Status | Events = ' Service and Support = Server Management »  IMM Management »

Ewvent Log Full log history of all events

System x375C

Add System Descriptive Mant

Add and_ modify E-Mail and SysLog

Event Recipients naotifications

Event Recipients

Create Event Recipients

IBM Integrated Management Module |1

System Status  Events »  Service and Support = Server Management »  IMM Management =

Event Recipients
This table lets you view a3 summary list of all remate alert recipients. Use the links in the Mame column to configure individual alert recipie|
labeled with the configured name for that particular recipient. . . . more. ..
Create = Generate Test Event. .. || Global Settings. .. |

Mame Motification Method Events to Receive Status

Create E-mail Notification
Advanced Settings

Include the event log contents in the e-mail

body Create E-mail Notification

Create E-Mail Notification

Use this dialog to configure specified E-mail recipients to recsive Critical, Attention or System notifications
Note: To enable an E-mail recipient, you need to go to the{SHITP tab on Network Protocalsipage to configure the email server correctly.

Descriptive name:
E-Mail address:
Events to receive:
./ Select all events
./ Critical ./ Attention ./ System
» Show sub-types
Include the event log contents in the e-mail body

Status:

Enable this recipient
Disable this recipient

» Advanced Settings

Ok Cancel

Create SysLog Notification

Ip

Advanced Settings
Create SysLog Notifica-

tion
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Create SysLog Notification

Use this dialog to configure specified SysLog server to receive Critical, Attention or System notifications.

Descriptive name:

Host name or IP address of the SysLog collector: = Port:

Events to receive:
/Select all events

./ Critical ./ Attention
+ Show sub-types

Status:
Enable this recipient
Disable this recipient

» advanced Settings

oK [ cancel |

./ System

Properties for Email Subject

i F'l'q:lﬂil'ﬂ M"Eml'll‘Sl.thjil

Ussey iyt i conbguin apmatied E-mail recqisris s scwive Crilcal
W o anabie wn G- racpsst you reed 1o 1o S ST

Dusciipiive nams:
Emall Subject
E-ail adarass:
wecipie] S mn

Evtavs w0 rea ke
A Sarlect al averes

G Gritical o Aimention

»  Hid sl (s

% Crical Torgmrabas Thershol Exneded
i Criical Vel Thirfat Emoeded

o i Peneey Pk

x Hard Dk Cvwe Faliee

s Fas Falgie i
. I P e R

s Powes reckrwky Seie
5 Al ot cacal TR

ek M i g EOATReSES i Ol G- Pl | DOy

Generate Test Event

£ Fowes reckirnlancy wazing
- Wy Terguvntase
o M) Velae Thneios Escoerder B b
4 Vanrrwry P Tia el Enoecde) - Sy

aIF 8 e
sepiaded ANe

Car ey WoRTHg
Lot B I WWTERE P

o Bywem

3 Succewhl Hemoie Lign
- Oerating Systers Treoud

ok afiysrn peoes
wes Chdl

g Sy Dool ke

o Dpevalieg Sk Losoes waulidg Wees:
+ FYemoes ke (PFE)

» Eesw i 75 bl

» Msmaorh change

reshokt Eareded

Generate Test Event

4

[ close |

Please first select the event notification that you wish to generate a test event for.

Global Settings




Event Motification Global Settings

These settings will apply to all event notifications.

Retry limit:

3

Delay betwesn entries (minutes):
0.5

Delay between attempts (minutes):
g.5

|OK | | Cancel |

Delete

Confirm Event Motification Deletion

® Do you want to delete the notification 'Email Subject' ?

Service and Support
IMM2 Web Service and Support

IBM Integrated Management Module Il

System Status  Events + | Service and Support = | Server Management ~  IMM Management

Problems Problems addressed by I8M Support, if you
have enabled service and support to report
System x3100 M4 problems.
System %3100 M4 rename. | Settings Configure your system to monitor and report
service events
The System Status and Health page b| pownload Service Data Obtain a compressed file of relevant service MM
resides. Common information and acti dats
Problems
Service and Support Problems Support Center
Problem Status
Corrected

Problem Status Pending Success Disable Not Sent Failed
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tegrated Management Module Il USERID

System Status  Events + \ bervice and support + \ Server Management ~ MM Management +

Service and Support - Problems

The Service & Support Problems page allows the user to view a current list of problems serviceable by the Support Center that
have been opened and status related to their resolution. You can select to manually mark one event as corrected.

Each event can have the status of Pending, Success, Disabled, Not Sent or Failed.

. more

£ Service and Support is not yet enabled.

Display for: | Both IBM Support and File Transfer Server| - || Export | | Ignored Problems | Open Ser Request | Refresh |

Request | | Open Test

Comected  Message Severity Problem Status  Ticket Number File Transfer Server  EventDate EventiD

Uncorrectable error detected for
No memory device 1 in Group 1 on @Ermor Disabled A Disabled 19 Nov 2013, 04:26:52.000 PM 0x806f010c25810001
Subsystern System Wemory.

No fn ncomectabe Bue Erportias, @Eror Disabled A Disabled 19Nov2013, 0425:57.000PH  OXB0BT0R132583MT
accured on bus CPUS,

No A\ nconedaaBusIEmrhas Q@ Eror Disabled nis Disasled 18N0V2013,04:45:23.000PH  OXBOBIOB132583MMT
accured on bus CPUS

No A Uncomectaiie Bus;Eunchas; @ Eror Disabled NA Disabled 11N0v2013,09:43:54.000PH  0xB0G081325831M
accurred on bus CPUS,

Faultin slot One of PCIs on system
No Systema750 4. @Emor Disabled NA Disabled 11 Nov 2013, 08:41:25.000 PM 0xB06f002125820900

Display for:
* Both IBM Support and File Transfer Server
e IBM Support Only

* File Transfer Server Only

£ Service and Support is not yet enabled.

Display for: [Both I8M Support and e Transfer Server| = | Export | [ Tgnored Problems | | 0pen Service Request | Open Te. sest [ Refresh
o Both IBM Support and File Transfer Server  geerity Problem Status  Ticket Number File Transfer Server  EventDate EventD
TBM Support Only

L @Emor Disabled NA Disabled 11Nov2013, 09:4354000PN  01B0BE132583MT
Faultin slot One of FCIs on system

No s @Emor Disabled NA Disabled 1Nov2013, 08:4125000 PN 04B0BI002125820800

No o Unconeciabie Bus Eorlias @Eror Disabled NIA Disabled 11 Nov2013, 08:37:50. 000 PM 0x808108132583fF
occurred on bus GPUs

No fn ncomactable Bls Eaonfiaz @Eror Disabled NIA Disabled 28 0ct 2013, 08:28:12.000 P 0xB061081325831T
occurred on bus CPUS

No P Unconsdabia tuie Engc ity @Emor Disabled A Disabled 230ct2013, 074731000 PM 0806081325831

oceurred on bus CPUS.

Export service.csv

Opening service.csv

You have chosen to open:

service.csv

which is a: CSV file (896 bytes)
from: hittp:/9.115.232.133

What should Firefox do with this file?
5 Open with | Browse...
® Save File

| Do this gutomatically for files like this from now on.

Cancel | OK

Ignore Problems
Event ID Add

Service and Support Problem List Event ID



USERTD

BM Integrated Management Module Il

B2 System Status Eventsw  ervice and Support »  Server Management v IMM Management v

Ignored Problems

This table below shows the lis of event IDs that wil not be reported by call home. You can add events to this table by entering an event ID in the text box and clicking the add button. Event IDs can be obtained fiom the
Event Log and Service and Support-Prablem List entered into the text box using the copy-and-paste function.

EventDD: Add

Remove Selected | | Remove All

Index EventID

No Data Available

Add

tton. Event I

Ignored Problems.

‘Add event d tothe ignore lst successful.

Ignored Problems
1. Index

Index

2. Remove Selected

enterng a

box using the copy-a

0xa0601 225831 add

Index Evento

8061081325830

| Ignored Problems

Add event id to the ignore lst successfully.

Remove Selected || Remove All

Index Event D

No Data Available

Ignored Problems

Removed selected event IDs from ignore list.

| Close |

Remove All
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Event ID : | 0x806f08132583fF Add

Remove Selected || Remove All
Index EventID
No Data Availal

Ignored Problems

| Close |

Removed all event s from ignore list.

Open Service Request

Open Test Request IBM

Refresh

) service and Support is not yet enabled.
Display for: Both IBM Support and File Transfer Server| ~ || Export || Ignored Problems | Open Service Request  Open Test Request | Refresh |
Corrected  Message Severty Problem Status  TicketNumber Fie Transfer Sever  Event Date
o An Uncorrectable Bus Error has @eror Disabled A Disatled 11 Nov 2013, 08:43:54.000 PM
accured on bus CPUs
Faultin siot One of PCIs on system
No e @Emor Disabled Nk Disabled 11Nov 2013, 08:41:25.000 PM
No it IncorseaNiaiBus EroHas: @Eror Disabled NiA Disabled 11 Nov 2013, 08:37:50.000 P
accurred on bus CPUS
Yes o Qneorrecbielone Eruhas @Eror Disabled A Disabled 2802013, 082812000 PH
accurred on bus CPUS
No fntincomectabieFus Enorliag @Emor Disabled A Disabled 230ct2013, 07:47:31.000 PM
occured on bus GPUs.

EventID

06B0610813258311

0¢B061002125820900

0806081325831

0cB061081325831T

0806081325831

Settings

Service and Support Settings

. IBM (DNS)
. IBM

M Integrated Management Modul USERTD

System Status  Events~  Service and Support ~  Server Management ~  IMM Management ~

Service and Support - Settings

Use this page to view or change current service and support settings. To successfully Cal home (1BM support), make sure DNS
settings are valid. The service center and contact information is required to enable IBM support. To enable file transfer server,
to input the server information correctly|

. more. ..

£ Service and Support is not yet enabled.
BM Support | Fie Transfer Server | HTTP Proxy

Enable IBM Support

To successfuly Call home (1BM support), make sure DNS ssttings are valid. The service center and contact information is required to enable 1M support.
Enable IBM Support. Automaticaly send the service information to IBM.

IBM Service Center

Country code:

Contact Information

The information here wil be used by IBM Support for 2ny follow-up nquires and shipment.

Primay Contact Alternate Contact (Optional)

Company name: Contact name:

Contact name: Telephone number: Extension: &
Telephone number: & Extension: Contact Email addrass:

IBM

1I




e =

5.

IBM Support
Enable IBM Support
IBM Service Center IBM Service Center
Primary Contact

e Company name
¢ Contact name
* Telephone number
* Extension
* Contact Email address
* Address
e City
e State/Providence
* Postal code

Apply IBM Support Settings

IBM Support | File Transfer Server | HTTP Proxy

Enable IBM Support
To successfully Call home (IBM support), make sure DNS settings are valid. The service center and contact information is required to enable 1BM support.
.- Enable IBM Support. Automatically send the service information to IBM.
IBM Service Center
Country code:
US United States
Contact Information

The information here will be used by IBM Support for any follow-up inguires and shipment.

Primay Contact Alternate Contact (Optional)

Company name: Contact name: &

Company

Contact name: Telephone number: & Extension:
Contact

Telephone number: Extension: Contact Email address:

000000

Contact Email address: Machine Location Phone:

test@test.com

Address
Address

City:
City

State/Province:
sta

Postal code:
000

| Apply IBM Support Settings || Reset |

File Transfer Server
Enable File Transfer Server
Apply File Transfer Server Settings
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IBM Support | File Transfer Server | HTTP Proxy

Use this feature to send hardware serviceable events and data to the File Transfer Server site you specify. If an approved service provider is providing your
hardware warranty, you should specify the File Transfer Server site provided by your service provider. Information contained in the service data will assist
your service provider in correcting the hardware issue.

./ Enable File Transfer Server

Protocol:
FTP |

TP address or host name: Port:
9.115.232.123 21

User name:
USERID

Password:

\. Apply File Transfer Server Settings || Reset ‘

HTTP Proxy

IBM Support | File Transfer Server

Select the method to connect internet

& The management server can access the Internet without a proxy server

The management server will require a proxy server to access the Internet

Apply Reset

37 4
a. IP address or host name 1P
b. Port

Use authentication



IP address or host name:

IBM Support | File Transfer Server | @ I-ITTP Proxy

Select the method to connect internet

The management server can access the Internet without a proxy server

©) The management server wil require a proxy server to access the Internet

Port:

i 3128

User name:

Password

Apply | Reset |

4. Apply
1.
2.
1P DNS
3.
IP Port
eccgw01.boulder.ibm.com 207.25.252.197 |443 Electronic Customer Care (ECC)
eccgw02.rochester.ibm.com 129.42.160.51 |443 ECC
www.ecurep.ibm.com 192.109.81.20 | 443
wwwo.software.ibm.com 170.225.15.41 443
testcase.boulder.ibm.com
www-945.ibm.com 129.42.26.224 | 443 V4
129.42.34.224 | 443 V4
129.42.42.224 | 443 V4
www.ibm.com 129.42.56.216 |80 (CCF)
443
129.42.58.216 |80 (CCF)
443
129.42.60.216 |80 (CCF)
443
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IP Port
www-03.ibm.com 204.146.30.17 |80 (CCF)
443
Download Service Data
Service and Support Download Service Data

IBM

Download Now

IBM Integrated Management Module Il

System Status Events v+  Service and Support +  Server Management = IMM Management

Download Service Data

Allows you to manually obtain the service data for your system. Normally you would only do this at the request of IBM Support
personnel.

Download Mow || Send Service Information

Progress

Generating Service Data. This may take several minutes, Please wait. . .

1I



IBM Integrated Management Module 11

@ System Status  Events »  Service and Support  Server Management  IMM Management

Download Service Data
Allows you to manually obtain the service data for your system. Mormally you would only do this at the request of IBM Support personnel.
Download Now || Send Service Im_or T S013021

14A2A OBKNKLS imm2

Opening 75

You have chosen to open
(| 7914A2A 06KNKL9® imm2_20130206_104046.tgz

which is a: Gzip archive (1.0 MB)
from: https://9.186.166.78

What should Firefox do with this file?

() Open with .Archive Manager (default) o}

Save File

[l Do this automatically for files like this from now on.

cancel || oK

Server Management
IMM2 Web Server Management

Server Management

PXE

Server Management
IMM2

[ O [IMM2-4072294d004d] - IBM Integrated Management Module - Mozilla Firefox B
File Edit View History Bookmarks Tools Help
MM2-6cae8bab48f5] - IB... 3| (i [IMM2-40f2e94d004d] - 1B... ¢ |

&> Qfa az M

IMM2-6cae8bab4335] - IB... 3| [ [IMM2-6cae8baba309] - 1B... 3§ |

IBM Integrated Management Module I USERID

SystemStatus  Events - Service and Support ~ | Server Management~ | IMM Management v

Server Firmware View firmware date firmware
System x3950 X6 Remote Control
System_x3950_X6 rename

Host Name: IMM2-40f2e94d004d  Rename

Server Properties

Server Power Actions
The System Status and Health page provides an at-a-glance ove
resides. Common information and actions are co-located on this

Cooling Devices
System Status
Power. off Poveer Modules

System state:  System power off/State unknown

Local Storage figuration and

System Information = Power Actions + Remote Contro
~ Memory RAM installed in your system

Active Events Processors Physical GPUs installed in your
Severity 4 Source Date

Adapters

Hardware Health

Server Timeouts

Companent Type Status
PXE Networi Boot
Coaling Devices Normal
Power Modules Normal
Latest OS Failure Screen an image of the
Local Storage unavailable
Qimosseos Normal Pouer Management imption
Memory Normal
Scalable Complex onfiguration
System Normal
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Server Firmware
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Server Management Server Firmware

UEFI

IBM Integrated Management Module Il

B s siie e s i gt s et M Moo

Server Firmware

Show the firm ek on various server components, ncuuding the IHM sef.
Updata Frmaies -]
Firmware Type - staus Version Buid Release Date
oS4 Active 92¢ e 20120810
2
12 (Priman, Active 215 1200390 20130128
12 (Backup Inactive 300 1400397 20130130
UEFI
UEFI (Primary Active 120 D7E1200US 20120823
UEFI (B3ckup Inactive 120 D7E1200US 20120823

DSA IMM2

USERID  Settings | Log out

IMM2 UEFI DSA

Active
¢ Inactive

* Pending

Update Firmware...
Cancel
Select File...

Select File...

Primary Backup

Update Server Firmware
Server Firmware

Update Sarver Firmware

Choosa Frrm s

re File

Setect the frmware file that you wish to use fo flash the TMM/Server Firmwuars

Select Firm

| Please nole that updating server firmeware via this wizard i intended for recovery
B purpases only. It s strongly recommended that updates ba perfarmed using
# ly. It ] nded that updates ba performed tha 18M
Updateskpress System Pack Instalier, avaiable as a downlboad from the 18M web sibe

Select File ...

Selected Flash Filz: ibm_fw_imm2_1laco31--1.60_anyos_noarch.uxz

Next > Cancel

Select File... File Upload



IBM Integrated Management Module Il

USERID  Settings | Log out

| Update Server Firmware ‘

"Choose Frmvrare Fle: Select Firmware File

er FirmwiUskad snd versy Select the frmmare fle that you wsh to use to flash the TV Server Frmaare
5 Additional Optens
| Pesform Frmar
Plesse note
n urposes arby, 15 svencly recommended that socies e perfarmed usg the (54
2 Uptond %]

e | SelectFile ... Lok ' | £ System 3750 fwpdates ¥ o irmE
Backig! 2 [ fom_fin_mm2_tao031-1.60_anyos_noarch.uxz

Wy Recert

Back | Next> | Finish | [(Cancel

My Documents

My Computer

liom_fu_m2_{aoo11-1 60_sryes_nasrch uz| |

= —

Mylewok | Resdltpe |4 Fies

Open

Firmware

Update Server

Update Sarver Firmware
| Ehoose: Frmware File Select Firmware File
Hpload snd Vansy Seiect the frmware file that you wish to use to fash the IMMServer Firmers
Addiianl Dptions
Parform Fimware Flash =

Pleaze nnte that updating server firmware via ths wizard & nlended for recovery

purpases only, It s strongly recommended that updates be performed wsing the 18
Updateskpress System Pade Instaler, avaiabie as a download from the [BM web site.

Selected Flash File: ibm_fw_imm32_1aco031--1.60_anyos_noarch.uxz

Cancel |

Finish

Next >

Update Server Firmware

2 Choose Frmware File  Upload and Verify
Upload and Verdy The frmware file is being upioaded. You wil have an opportunity to verify it s the comect file prior to the flashing procedure.
Additional Options
Perform Frmware Fash ‘. Upload and Verify Firmware File
L 15%
Uploading firmware file
‘ibmn_fw_imm2_lacc3l--1.60_anyos_noarch.uxz'
< Back | Next > Fiush  Cancel
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DSA IMM2 UEFI

Next > < Back

Update Server Firmware
+ Choose Frmware File

Uplogad and Verfy

< Back || Next >

Upload and Verify

The: fiemsware file ts being upioaded. You wil have an opportunity to verify it i the correct file prior to the flashing procedure.

| Successtul upload.

The firmware mage bm_fw_imm2_1ao031--1,60_anyos_noanch.uxz’ was
successfully uploaded and verified,

The upicaded file was detected as & TMM firmware fie with Buld I 1A0031L.
The current Buld 1D in the primary area is IM0031L.

The current Buld ID in the backup area is 1A00292.

If this is correct, dick the Next button to continue the frmware update procedure.

Cancel

Next >

Update Server Firmware
(¥ Choose Firmware File Additional Options
2 Upload and Verify Some firmware types have additional options that you can select.
Additional Options

Perform Firmw ash

. Actionl: Update the primary bank (default action)
Action2
k..
< Back Finish | Cancel
Action 1 Update the primary bank

(default action)

Update the backup bank



Update Server Firmware

Z Choose Firmware File Additional Options

2 Upload and Verify Some firmware types have additional options that you can select.

Additional Options

P

Firmy

4 Action Update the primary bank (default action) b
ActionZ: Update the primary bank (default action)

Update the backup bank

< Back Mext > Finish Cancel

Action 2

Action 2

Update Server Firmware

1 Choose Firmware File Additional Options
[ Upload and Verity Some firmware types have additional options that you can select.
Additional Options
P F

.4 Actionl: Update the primary bank (default action)

4 Action2 Update the backup bank

k
<Back || Next> | Finish | Cancel
Action 1 Action 2
Next >
Action 1 Action 2
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Update Server Firmware
<) Choose Firmware File Perform Firmware Flash

7 Upload and Verfy >The firmware is beng flashed now

~ Additional Option: i i
R e Action 1 of 2! "Update the primary bank (default action)

Perform Frm Action 2 of 2: "Update the backup bank’

Update Server Firmware

Il Choose Firmware File  Perform Firmware Flash

2 Upload and Verify »The firmware is being flashed now

¥ Additional Options

Periorm Firmware Flash

Firmware update success.

The firmware update procedure completed successfully. Click Finish to close this
wizard.

I the update included a flash of the IMM primary parfition, it will also be necessary to
Restart the IMM for the IMM update to take effect.

If the update included a flash of the UEFI firmware it will also be necessary to Restart
the OS for the update 1o take effect.

art 0S Restart MM

i:lnl.Sh.

IBM Integrated Management Module II

System Status  Events ~  Service and Support~  Server Management~  IMM Management =

Server Firmware

Show the firmware levels on various server components, including the IMM itself.

/7 Firmware update is successtul:

{4\ Tne firmware buiks below require restart actions. Before the actions are taken, the
pending firmware will keep the previous buiid and the table beiow stil show the
previous bk name

The primary IMM build has been updated to buld 1ADO39Q , and ft must restart IMM
o take effect.

flzsmines Restat MM | schegule Restart Actions

Firmuare Type ~ | Staws Version Build Release Date

DSA Active 9.24 DSYTA4E 2012-08-10
IMM2

IMM2 (Primary) Pending 215 1A0039Q 2013-01-28

IMM2 (Backup) Inactive 215 1A0039Q 2013-01-28
UEFI

UEFI (Primary) Active 1.20 prezods 20120823

UEFI (Backup) Inactive 120 DTE120CUS 2012-08-23




ActiveX Java

e ActiveX Internet Explorer
. Java Java 1.7
e Java IBM Java 6 SR9 FP2

* Video Viewer

Video Viewer
(GUD

IMM2
* Virtual Media Session
Virtual Media Session
1ISO
CD DVD ISO Video Viewer
Tools Virtual Media Session
— Virtual Media Session
- ActiveX
1. IMM2 [ 9 IMM2 |
2. Remote Control
. Server Management Remote Control
. System Status Remote Control...

Remote Control
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IBM Integrated Management Module 11

2 System Status  Events »  Service and Supportv  Server Management v IMM Management v

Remote Control

Allows you to control the server at the operating system level. Anews window will appear that provides access to the Remote Disk and Remote Console functionality. The Remote Disk
functionality is launched from the Remote Console window, “Tools™ drop-down menu. (Note that the Remote Disk function does not. mare.

Guide for Remote Disk and Remote Console

Use the ActiveX Client

k

Use the Java Client

Your current srowser Java version (1.6.0.31) is supparted for use with remote contral,

Encrypt disk and KVM data during transmission
Allow others to request my remote session disconnect

| Start remote control in single-user mode |
‘Grves you exclusive access during the remaie session

of in muit- user mode ;|

Allows ofher users to start remote sessions while your session is active

Remote Control Session in Progress L3
If all sessions are currently consumed, you can send a request to disconnect one of the available sessions. Refresh |
User Name « Active Sessions Availability for Disconnection Timeout Value

No active session is in progress.

3. Guide for Remote Disk and Remote Console
Guide for Remote Disk and Remote Console

Guide for Remote Disk and Remote Console

i Remote Disk

Note: The Remote Disk function requires your computer to be running Microsoft Windews, Red Hat Linux, or SUSE Linux.
Computers running Linux must be configured to have the OS emulate a SCSI CORCM for an IDE COROM. From a command
prompt, find out if the ide-cd drver 1s loaded by entenng Ismod. If ide-cd is listed, unload it by entenng rmmod ide-cd. Load
the drivers by entenng modprobe ide-scsi and then entenng modprobe sr_mod. Restart the GUL Note that if the local
CDROM file system is to be mounted it can be accessed as fdev/scdD. If the Remote Disk function is to be used from a
computer running Linux, the Java Runtime Environment [JRE) must be started using runtime parameters -Xms({heap_size)m
Xmx(heap_size)m where the heap_size i1s @ minimum of 16 MB. For example, to set the minimum heap size and maximum
heap size to 16 MB use -Xms16m -Xmx16m.

The Virtual Media applet window hsts all of the drives on the client that can be mapped as remote drives. The remote disk
function also allows you to map 150 and floppy image files as virtual drives. Each mapped drive can optienally be marked as
read-only. Tha CD and DVD drives, as well as 150 images, are always read only.

To map a drive, click the Mapped checkbox next to the drive that you want to map. Note: The CD and DVD drives must
contain media pnor to being mapped. If the drive 15 empty, you will be prompted to insert a CD or DVD disk into the dnve

By clicking the Add Image... button floppy image files and 1SO image files can be added to the list of available dnves. After the
floppy or IS0 image file is listed, it can be mapped just like the other dnves.

To unmap 2 dnive, click the Mapped check box for the dnve. Before the dnve is unmapped the user is asked to ensure that
they want the drive to be unmapped.

You can select a diskette image file and save the diskette mage in IMM memory. This will allow the disk to remain mounted on
the server and allow you to access the disk later even after the web interface session is terminated. A maximum of one drive
or image can be stored on the IMM card. The drive or image contents must be a maximum of 1.44 MB in size. To upload a
diskette mage file, press the RDOC button. Then press the Upload button on the next window. Browse to locate and select the
image fila that you want to use, Type a name that you want to use in refermng to the image and then press OK to upload the
file. To unload the image file from memory, select name and press delete, ~

a. Close Guide for Remote Disk and Remote Console

. Internet Explorer Use the ActiveX Client
. Java Use the Java Client
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IBM Integrated Management Module Ii USERID Log out

2 System Status  Evenisv  Service and Supportw  Server Management v IMM Management v

Remote Control

Allows you to control the server at the operating system level. Anews window will appear that provides access to the Remote Disk and Remote Console functionality. The Remote Disk
functionality is launched from the Remote Console window, “Tools" drop-down menu. (Note that the Remote Disk function does not. mare.

Guide for Remote Disk and Remote Console

Use the ActiveX Client
k

Use the Java Client

Your current browser Java version (1.6.0.31} is supporied for use with remols cantral
Encrypt disk and KVM data during transmission

Allow others to request my remote session disconnect

Start remote control in single-user mode
Gives you exclusie access during the remote session.

Start remote control in multi-user mode

Alows ofher users to start remote sessions whie your session is active

Remote Control Session in Progress L3
If all sessions are currently consumed, you can send a request to disconnect one of the available sessions. Refresh
User Name 4 Active Sessions Availability for Disconnection Timeout Value

No active session is in progress.

. Internet Explorer Java

* ActiveX Java

Firefox

Viewer

Remote Control
jiemote Console functionality. T|

Allows you to control the server at the operating s P =
functionality is launched from the Remote Console 7) Opening \newer_(la 6@443@0@13534879898¢ x ore. .

Guide for Remote Disk and Remote Console

You have chosen to open
| | ...53487989897@0@1@1@jnlp@USERID@0@0@0@0)

Use the Java Cli which is a: JNLP file (3.0 KB)
e from: https://192.168.5.36

Use the ActiveX Client

B vour current browser Java version (18031 {  ypoe b pleeen do with this file?

= i
Encrypt disk and KM data during ransmission|  Open with | Browse... ‘

s |Save File

Allow others to request my remate session disce = g . . i
9 ¥ ] Do this automatically for files like this from now on.

Start remote control in single-user mode |
Gwves you exclusive access during the remote session|

| cancel || ok
Start remote control in multi-user mode  h—————
‘Allows other USars to Start remate Sessions while your SESSION 1§ ACTVE.

Viewer Web
Yes

3 IMM2 Web
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‘7‘ Failed — 192.168.5.36

viewer(192.168.5.3...p@U
| 30k8—192168536

‘J Failed — 192.168.5.36

. viewer(192.168.5.3...p@U  Name: 192.168.5.36

|| 30k8— 192168536
Publisher: UNKNOWN

Viewer(102.168.5 3. p@USERID@O@0@0@0) 045t i
4

Warning - Security

The web site's certificate cannot be
viewer(192.168.5.3...p@Y verified. Do you want to continue?

USERID  Settings | Logout

te Console functionality. The Remote Disk

Your current browser Java version {1

g
Encrypt disk and KM data during transm| w source,

| Clear List | [ Always trust content from this publisher.

The certificate cannot be verified by a trusted

| ves || no |

More Information.

Allow others 1o request my remote session disconnect

| Start remote control in single-user mode |

Gives you exclusive acoess during the remote session

| start remote control in multi-user mote
‘Allows other Users 1o start remote sessions while your session is active.

. Start remote control in single User
mode
. Start remote con-
trol in multi user mode
Video Viewer Encrypt disk and KVM data dur-
ing transmission ADES
Video Viewer
file View Macros Tools Help
’_QApplicalinns Places System @:_.5 _{’ Thujul 19, 3:31PM  root
7. Video Viewer Virtual Media Session
* Video Viewer Virtual Media Session

L 1

trol

Virtual Media Session 123

Web Remote Con-



Server

MM2
IMM2
IMM2 Java applet ActiveX applet
Java applet ActiveX applet
Java applet
Java applet
Windows Oracle Java 1.7
1. > >
2. Java 1.7 Java Plug-in
3. Cache
4.
. Enable Caching
. Clear Caching

Clear Caching

IMM2

[ ]

Properties

Server Management

1BM Integrated Management Module Il

Setup Utility

IMM2

Setup Utility

IMM2

IMM2

Java

Java
IMM2

[ 125

Server Properties

System descriptive name Contact person Location
Apply
Reset

Server Properties
Various properties, scatus and settngs rek

Lowest unit of the system

Lowest unit of the system

3 IMM2 Web
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M Management v

Server Properties

Various properties,

g reiated to your system.

General Serongs | LE

Hardyrare Informat

General Settings

formation which ide

fies this system to opera

and support personne!

System descriptive name:

Contact persan:
n/A
L ite, geograghical coordnates, etc)

E
4

6
©_xkorsystem:
WA =

U hewght of s o

LED

[Server Properties

arious properties, status and settings reeted to your system.

Apply | | Reset

General Settings | LEDs | Hardware Information | Environmentals || Hardware Activity

LEDs

This web page shows the status of the LEDS on the server's chassis and front panel, It ako provides the abity to view the
status of those LEDS that are intemal to the server without having to remove the servar's over(s).

Cick here to refresh LEDs.

LEDs in front panel

LEDLabel satus Descrpton
Power Goto Power Acon Page o do power aton
Enciosure ety of chance Use it cenity e locaton of ne system
CheckLog Check Event Log to identify the problem.

FaultLED 1] o Check LEDs in belowto isolate the failed components

Detailed LEDs and Recommended Actions
The left two columns present primary LED types and status, note that the left LEDS not cassifisd into the Primary LED types wil be shown in Others. Click any row to check detailed LEDs and recommended actions in right panel.

Primary LEDALED Type Status Descriptions I any FAN LED i, the fan has faied.

N oft Action: Reseat fan(s) with It error LEDs.
Replace ndiceted fan(s).

TEWP (Temperaiure) oft

CONFIG (Configuration of AEDLape i SEs

Wismatch) FAN 1 off

PS (Power Supply} or FANZ off

HoD on FAN3 or

OVER SPEC on e of

i) X FANS or

LK on FANG or

rcl oft

BOARD of

Hardware Information

Hardware Information
(VPD)

System Information
tem Information




General Settings LEDs Hardware Information | Environmentals = Hardware Activity
Hardware Information
This section lists vital product data (VPD) on a system, component and network basis.
 System Information | System Component Information Network Hardware
Name Value
Machine Name System x3550 M4
Machine Type-Model 7914424
Serial Number 06KNKL9
uuID 39B8A0803ATE11E284EFGCAESB4ES3C2
Server Power On
Server State 0S booted
Total hours powered-on 1005
Restart count 29
Ambient Temperature 66.20 F/19.00C
Enclosure Identify LED Off [Change. .
Check Log LED off
System Information Enclosure Identify LED
Enclosure Identify LED Change..
Change Enclosure Identify LED
Choase the desired state for the Encosure Identify LED

The Location LED is an the frant of the Light Path panel. Tt is called
Idenofy in the LED table.

Note: The system might need to be powered on for the Location LED
to turn on or biink.

Current state: Off

Turn Off
Turr On
Blink

Cancel

System Component Information FRU

System Component Information

IBM Integrated Management Module 1l

USERID  Settings

System Status  Events  Service and Support~  Server Management~  IMM Management »

Server Properties
Various properties, status and settings related to your system
Reset

General Settings LEDs Hardware Information | Environmentals = Hardware Activity

Hardware Information
This section lists vital product data (VPD) on a system, component and network basis.
5\‘51?I‘1 Information Syslem Component \nmrmannny Network Hardware

FRU Name 4 Serial Number Manufacturer ID Manufacturer Date
CcPU1 Not Available Intel(R) Carporation Not Available
DASD Backplane 1 YO1ORW2AM12X usls 1996-01-01

DIMM 1 3BOF3344 Hynix Semiconductor 2012-10-15
Power Supply 1 YK10112BC2B2 ACBE 1996-01-01
System Board Y010RW2BGODZ IBM Corporation 2012-11-05

3 IMM2 Web
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Network Hardware

ernet MAC Address Number MAC Address Network Hardware

IBM Integrated Management Module Il USERID

System Status  Events =  Service and Support~  Server Management~ MM Management «

Server Properties
Various properties, status and settings related to your system.

Apply || Reset

k

General Settings LEDs Hardware Information = Environmentals | Hardware Activity

Hardware Information

This section lists vital product data (VPD) on a system, companent and network basis,

System Information  System Component Information | Network Hardware

Host Ethernet MAC Address Number «  MAC Address

Host Ethernet MAC Address 1 SC:F3:FC:3C:13:00
Host Ethernet MAC Address 2 5C:F3FC:3C:13:D1
Host Ethernet MAC Address 3 5C:F3FC:3C:13:D2
Host Ethernet MAC Address 4 SCF3FC:3C:13.03

Server Properties Environmentals
Status

Server Properties

Various propertes, status and n

LEDs  Hardware Information | Envronmentals | H:

Voltages
Show Thresholds
Source Value (Vons; Status Fatal Lower Critical Lower Non-cnticat Non-criical Critical Upper Fatal Upper
Threshold Thresnold Lower Thieshold  UpperThieshola  Threshola Theeshols
139 & Noma i 304 35 A
508 NiA 444 NiA
Planar 12V 1226 NiA 1098 ik 1323 N
Planar VBAT 320 @ roemal Nia 200 227 & NiA
Temperatures
w Threshoids
Source value (*F) Status Fatal Lower Gritical Lower Non-cribcal Hon-erical Gaitcal Upper Fatal Upper
Threshold Thresnola Lower Thieshold  UpperThreshold  Threshold Threshot
Ambient Temp 7880 @ tomal i A 109.40 11480 12200
PCl Nia NiA NiA Nia Nis NA s NIA
95.00 & Normal N N s A A A

Server Properties Hardware Activity
Hardware Activity



IBM Integrated Management Module Il

USERID

Server Properties

etongs | LEDs | Hardware Info

s | Hardware Actirty

Hardware Activity

This table contains a hista

Field Replacable Unt

FRU) components which have been added to or remaved from the syster
FRU Name Manufacturer ID Time ef Action
CPLIDIMI Tra, cren
Power Supply 1 Delta
Power Supply 2 Delta
SAS Backplane 1 MOLX
cPUt Intei(R) Corperaton
cPu2 Intel(R
oPu3 Intei(R
cPUs Not Available Intei(R) Corparaton

190U 20120912 AM

Server Power Actions

IMM2 Web Server Management Server
Power Actions

Server Management Server Power Actions
Server Power Actions

Server Actions
Curant sarver pomer stats

Power On Server at Specified Date and Time

Power Off Serves mmediotcly

‘Shut down OS and then Power Off Server

Stud down 05 and then Restart Server

Restart the Server knmediately

Restart the Server with Non-maskable Intermupt (NMI)
Schedue Daily/Weekly Fower and Restant Actions

112

Cooling Devices

Server Management Cooling Devices

IBM Flex System IBM Flex System (CMM)
IMM2
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1BM Integrated Management Module

System Status  Events v  Service and Support ~  Server Management ~  IMM Management

Cooling Devices

Display the current speed and status of cooling fans in the system. Click on 2 davice to see active events.
Fan +  Speed (RPM) ‘Speed (% of maximum) Status.

Fan 1A Tach 0 0 Unknown

Fan 1B Tach 0 0 Unknown

Fan 2A Tach 0 0 Unknown

Fan 2B Tach 0 0 Unknown

Fan 3A Tach 0 0 Unknown

Fan 3B Tach 0 0 Unknown

Fan 4A Tach 0 0 Unknown

Fan 4B Tach 0 0 Unknown

Fan 5A Tach 0 0 Unknown

Fan 5B Tach 0 0 Unknown

Fan 6A Tach 0 0 Unknown

Fan 6B Tach 0 0 Unknown

Fan

IBM Integrated Management Module Il

V| System Status  Events v  Service and Support ~  Server Management v IMM Management =
Cooling Devices
Displ urrent speed
Fan « Speed (RPM)
0 0 Unknown
Fan 1B Tach 0 0 Unknown
Fan 24 Taen, 0| Fan Properties for Fan 1A Tach E
Fan 2B Tach 0
Fan 3A Tach 0
Events
Fan 3B Tach 0
Fan 44 Tach 0 There are no active events for this device
Fan 4B Tach o —_—
[ close |
Tach 0 —
Tach 0 0 Unknown
Fan 6A Tach 0 0 Unknown
Fan 6B Tach 0 0 Unknown

Modules

Server Management Power Modules

IBM Flex System IBM Flex System
IMM2

tegrated Management Module I1

7]  systemstatus Events v Service and Support v  Server Management -  IMM Management v

Power Modules

~ Status Rated Power
[@normal NA
[@Normal 1400
Power modules properties for Power 1 x
[Events | Hardware Information Errors.

There are no active events for this device

[ouse]

Events



IBM Integrated Management Module Il

| Log out

SystemStatus  Events ~  Service and Support »  Server Management v  IMM Management v

Power Modules

Display power modules in the system with status and power ratings. Clicking on a module displays a Properties pop-up window
with 3 tabs: Events, HW Info, and Errors.

Display power modules in the system with status and power ratings. Clicking on a module displays a Properties pop-up window

with 3 tabs: Events, HW Info, and Errors.
Name + staws Rated Power (Watts)
Power System [@ANormal NiA

| @Normal 1400

Power modules properties for Power 1 =

Fvents h Hardware Information | Errors

There are no active events for this device

Hardware Information FRU

IBM Integrated Management Module 1l

System Status  Events~  Service and Support v Server Management v  IMM Management v

Power Modules
Display power modules in the system with status and power ratings. Clicking on @ module displays a Properties pop-up window
ith 3 tabs: Events, HW Info, and Errors.

Display power modules in the system with status and power ratings. Clicking on @ module displays a Properties pop-up window
with 3 tabs: Events, HW Info, and Errors.
Name ~ Status Rated Power (Watts)
Power System @Normal A
{Power1 [@Nomal 1400
Power modules properties for Power 1 x

| Bvents | arduere Information | Erors |

Field Replaceable Unit (FRU) Name  Power Supply 1
part Humber 307237

FRU Number 30v7238
Serial Number K10511BE099
Manufacturer ID DELT

Power On Duration 5,782 hour(s)
Power cycles 16949

Errors 3

Errors

IBM Integrated Management Module I

4 SystemStatus Events~  Service and Support ~  Server Management ~  IMM Management ~

Power Modules

Display power modules in the system with status and power ratings. Clicking on 2 medule displays 2 Properties pop-up window
with 3 tabs: Events, HW Info, and Errors.

Display power modules in the system with status and power ratings. Clicking on @ module displays a Properties pop-up window
with 3 tabs: Events, HW Info, and Errors.

Name < Status Rated Power (Watls)
Power System [@Normal A
[@Normal 1400
Power modules properties for Power 1 B

Fvents | Hardware Information “ Erors |

3 errars

Record Number Time of Error (since lastpoweron)  ~  Error Code
0 Not Available 32

1 NotAvailable 32

2 Not Available 2

Local Storage

Server Management Local Storage System Status and
Health Hardware Health Local Storage
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Local Storage

Local Storage

Display storage devices physical structure and storage configuration. You can refresh to get latest status.

| Refresh |

Physical Resource

Storage RAID Configuration

Click on a device to see active events and properties.

RAID Controllers and Physical Drives

Name

= ServeRAID M5110e(PCI Slot 0)

Drive 0
Drive 1
Drive 2
Drive 3
Drive 4
Drive 5
Drive 6
Drive 7

Flash DIMMs

Name

No FlashDIMM is installed in the system or FlashDIMM information is not retrieved at this time

Health Status

[ Normal
[ Normal
@ Normal
@critical

@ Normal
[ Normal
@critical

[ Normal

Health Status

Capacity

68.366GB
68.366GB
68.366GB
232 BBGGB
68.366GB
279.397GB
232 BBGGB
136.732GB

Capacity

Serial No

23V04K

BSF032F1

3TADM7TY

D3A04350
9XE0925FSTI250610NS
D3A0438D

SOKDATYN
9XE05Q695TIZ50610NS
6TB1YZK2

Memory

1I

Server Management

FRU Name
DM 1
DI 2
LTS

DIl 4

DT

DM 8

DI g

DM 10
DM 11
DM 12
DIMM 13
DM 14
DM 15
DIl 16
DM 17
DIl 18
DM 18
DI 20
DI 21

@orma
Eromai
@omal
Eriorma
@rorma
o
E@roma
E@tiorma
Eorma
Etiormal
@riormal
@normal
Eviorma
@riomar
E@ormal
@vomal
@oma
@vormal
@roma
@vorma
Enoma

Tree
DDR3
0DR3
DOR3
DDR3
DDR3
DOR3
DOR3
DOR3
DDR3
ODR3
DDR3
DOR3
DDR3
DOR3
DDR3
DOR3
DOR3
DOR3
DOR3
DOR3
DDR3

Memory

DIMM DIMM

DIMM

. If you remove or repiace DIMMs, the sarvar naeds ta be powerad on at least

DIMM

DIMM



1BM Integrated Management Module ||

Properties for DIMM 3

Events | Hardware Information

There are no active events for this device

[ Close.

FRU

o 1
o 2
o
Dib
o
o
o
o
o
o 1
o 11
T

it 1

Hardware Information

/ DDR3

1BM Integrated Management Module It USERID  Settngs | logowt L

Properties for DIMM 3

Events | Hardware Information

Description
Parthiumber

FRU Serial Number
Manuf Date

Tvpe

Size

“Close

IMM 3
HMT31GR7BFRAA-HO
18553028
3611
DORI
868

Processors
Server Management Processors

3 IMM2 Web
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USERID

B sstemstatus Ewnts~  Sevce and Suppot ~  Server Management w MM Management v

CPUs

Deplay the proce: fable on the server, Cicking on 3 CPU dsplays 2 Properties pog-up window with 2 tabs: Events, HW
FRU Name + Stas Clock speed (GHz)

CPU 1 Status @ormal 220

CPU 2 Stalus Qrormal 220

CPU 2 Status @ormal 220

CPU 4 Stalus @normal 220

CPU

Properties for CPU 1 Status

Events | Hardware Information

There are no active events for this device

| Close

Hardware Information FRU

Properties for CPU 1 Status

Events | Hardware Information

FRU Name CPU 1 Status
Manufacturer 1D Intel(R) Corperation

Close

Adapters

Server Management Adapters
PCle

Adapters

1I



Adapters

Display Adapters information. Click the link of each device to view more details. If you remove or replace adapters, the server
needs to be powered on at least once after the removal/replacement to show the correct adapters information.

Slot Mo Device Name Device Type Card Interface
OnBoard Adanter 8B8:01:07 Onboard
...Function 8B:01:00 Ethernet
L..Function 88:01:01 Ethernet
...Function 8B:01:02 Ethernet
L..Function 88:01:03 Ethernet
OnBoard Adapter 09:00:00 GPU Onboard
IBM Flex System 4-port 10GBE LOM Virtual Fabric
OnBoard Adapter Onboard
...IBM Flex System 4-port 10GBE LOM Virtual Fabric Ethernet
Adapter 8B:00:00
L..IBM Flex System 4-port 10GbE LOM Virtual Fabric Eth +
Adapter 8B:00:01 &me
...IBM Flex System 4-port 10GBE LOM Virtual Fabric Ethernet
Adapter 8B:00:02
L_.IBM Flex System 4-port 10GBE LOM Virtual Fabric Eth n
Adapter 8B:00:03 &me
2 |IBM Flex System IB61320 2-port FDR InfiniBand Ethemnet FlexSystem Mezzanine
Adapter Caonnectar
Server Timeout
Server Management Server Timeouts
USB LAN over USB

Server Timeouts

[ 66
PXE
Server Management PXE Network Boot
PXE PXE
[ 124 PXE [
Latest OS Failure Screen
Server Management Latest OS Failure Screen
IMM2 MM2

3 IMM2 Web
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d and win

100

hnical support group for further

nt damage

Latest OS Failure Screen [ 139

Power Management

Power Management

Server Management Power Management

Power Management

Server Management Scalable Complex

Scalable Complex

[ 145 |

1I

Scalable Complex

140



File Edit View History Bookmarks Tools Help
[IMM2-6cae8b4b48f5] - IB... 3§ | { i [IMM2-40f2e94d004d] - IB... XX |

i [IMM2-6cae8b4b43|

| [IMM2-6cae8b4b4335]-1B... 3 |
o+ BN [& hipsy//az/desic dex-console 150 -

IBM Integrated Management Module 11 USERID

System Status  Events »  Service and Support = Server Management~  IMM Management «

Scalable Complex

This page allows the user to view and manage scalable complex. Click the "Refresh” button to get the latest status. Refresh

Assigned Nodes

Assigned nodes are servers that have been logically grouped together into a partition. Servers in partition mode will behave as a
single system. Servers in stand-alone mode will behave as individual systems

/iy Partitioning in this scalable complex has not been specified. Please go to "unassigned nodes” to create partitions,

Power Actions ¥ Partition Actions.

Partition / Node Mode Status Processors Memaory Primary
No Partitions Present

Unassigned Nodes

To configure a scalable partition, selectone or more unassigned nodes in the powered off state and then click on the "Create
Partition” button.

Power Actions ¥ | Create Partition..
MNade Status, Processors. Memary
& System_x3950_X6(Lower Mode) Powered off 2 Intel XREON 16 GB
System_x3950_X6(Upper Node) Pawered off 2 Intel XEON 16 GB

IMM Management

IMM2 Web IMM Management

IMM Management IMM2

IMM2 [ 63 4

MM2

3 IMM2 Web
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4 IMM2

IMM Management IMM2 IMM Management
IMM2 IMM Management

e IMM Properties

e Users

* Network

* Security

* IMM Configuration

* Restart IMM

* Reset IMM to factory defaults

* Activation Key Management

IBM Flex System IBM Flex System Chassis Management Mod-

ule (CMM) IMM2

USERID Settings | Logout

knagement » | IMM Management v

perties and settings related to the

IMM Properties

at

profiles that will have a

e and madify user accounts and grow
s to the IMM co

Users

Metwork settings such as SNMP and LDAP used

by the IMM Ins are co-located o
by the

ope| Metwork

Configure security protocols such as SSL and

Security SSH

View a summary of the current configuration

IMM Configuration

Restart IMM

W Reset IMM to factory defaults. . .

Add and remove activation keys for additional

Activation Key Managﬁnt functionality

Integrated Management Module (IMM) Properties

- IMM2 NTP
- IMM2

- NTP NTP

- IMM2

© Copyright IBM Corp. 2014

63



64

1I

IMM2
- IMM2
- IMM2 (CLI)

User Accounts

IMM2
- SNMPv3
- Shell (SSH)
- Web
- IMM?2
IMM2

Network Protocol Properties

IPv4 IPv6

- MAC

- LAN (VLAN)
SNMP
— SNMPv1

— SNMPv3

— SNMP
- Traps
DNS
- DNS IPv4
- DNS

IPv6



DDNS
— DDNS
- DHCP

- DHCP
SMTP
- SMTP 1P
- SMTP
- SMTP
LDAP
- LDAP DNS
- DNS LDAP

- LDAP
. LDAP 1P
. LDAP
- LDAP
- UID

- Active Directory

Telnet
Telnet

- Telnet
USB
— Ethernet over USB
- Ethernet over USB

- IMM2
- HTTP
- HTTPS
- Telnet CLI

IMM2

65



- SSH CLI

- SNMP

- SNMP Traps

- Remote Control

- CIM over HTTPS
- CIM over HTTP

Security
e HTTPS
* CIM over HTTPS
* LDAP
* SSH

IMM Configuration
. IMM2
. IMM2

. IMM2
. IMM2

Restart IMM IMM2

Reset IMM2 to factory defaults.. IMM2

Activation Key Management IMM2 Features on
Demand (FoD) [ 157 7 ., Features on Demand |
FoD

Server Timeouts

USB LAN over USB
USB [ 90 USB |

1BM Integrated Management Module Il

Bl oo cuentsr Servesand Sibport v Sever Nanagerent - 44 Massgorent =




1. IMM2 [ 9 IMM2 |

2. Server Management Server Timeouts
IMM2
3. IMM2 “Server timeout
selections”
4. Apply
Reset

Enable OS Watchdog
Enable OS Watchdog IMM?2
IMM2
oS
oS
Enable OS Watchdog
Enable OS Watchdog
Enable OS Watchdog

Enable Loader Watchdog

Enable Loader Watchdog IMM2 POST
IMM2
IMM2
Enable Loader
Watchdog
Enable Power Off Delay
Enable Power Off Delay IMM2
IMM2 Enable

Power Off Delay

IMM2

Firmware IMM2
IMM2

MM2
Enable automated promotion of IMM backup firmware

IMM2

IMM2

4 mM2 67



Enable automated promotion of IMM backup firmware
Firmware

IBM Integrated Management Module Il USERID  Seftings | Lag out

] System Status  Evenis ~  Service and Support = Server Management~  IMM Management +

Integrated Management Module (IMM) Properties

‘Various properties and settings related to the IMM
Apply | | Reset

Fifmware, | Date and Time | Serial Port
Forinformation about the IMM firmware, see the Server Firmware Section
/| Enable automated promotion of IMM backup firmware

Status: Not Synchronized by Automated Promotion.

IMM Primary firmware version: 4.00
IMM Backup firmware version: 3.50

68

IMM2
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IBM Flex System IMM2 Date and Time

Date and Time IMM?2 IMM2

(SNMP)
(GMT)

IMM2 IMM2 IMM2

1. Indicate how the IMM date and time should be set
Date and Time Manually

2. Date
3. Time
. 1- 12 12
. 00 - 59
. AM PM
GMT Offset GMT

&

5. Automatically adjust for Daylight Saving Time (DST)
IMM2

IMM Date and Time

Set



IBM Integrated Management Module Il USERID

System Stztus  Events - Service and Support v Server Management v IMM Manzgement v

Integrated Management Module (IMM) Properties

Firmware Date and Time | Serial Port

IMM Date and Time Settings

Indicate how the IMM Date and Time should be set. Choose a method from the pulkdown list and supply appropriate settings.
Set Date and Time Manually

Date:
7/20/2012
Time:

8:43 AN

GMT Offset:
+0:00 - Greenwich Mean Time (Britain, Ireland, Portugal, Reyigavik (Icebnd), Western Africa)

Automatically adjust for Daylight: Savings Time (DST)

NTP

IMM2

1. Indicate how the IMM date and time should be set
chronize with an NTP server

2. NTP server host name or IP address

3. Synchronization frequency (in minutes)
3 - 1440
4. Synchronize when these settings are saved

Apply
5. GMT Offset GMT

IMM Date and Time

IMM Date and Time Settings

Synchronze with an NTP server

Time:
2012/07/20 08:43 (NTP time)

NTP server host name or IP address (you can specify up to 4 addrassas):

]

Synchronzation frequency (minutes)
1,440

Synchronize when these settings are saved

GMT Offset: &
+0:00 - Greenwich Mean Time (Brtain, Irelnd, Portugal, Reykjavic (Iceland), Western Afnca)

Automatically adjust for Dayhight Savings Time (DST) ¢

Indicate how the IMM Date and Tme should be set. Choose a method from the pullk-down list and supply appropriate settings.

Automatically adjust for Daylight Saving Time (DST)
IMM2

IMM2

Syn-

NTP

69
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Serial Port

1 (COM1)
System x
LAN (SOL)

2 (COM2)

Flex System
IPMI

Baud Rate

Parity
Stop Bits

CLI Mode

stroke sequences

sequences

Serial Port

IMM2

1 (COM1) (IPMI) Serial over
IPMI COM1
2 (COM2) SOL System x IBM
COM2 Telnet SSH COM2
COM2
COM

9600 115200

None Odd Even

CLI with IMM2 compatible keystroke sequences
CLI with user defined key-
CLI with user defined keystroke
User-defined key sequence for ’Enter CLI’

Telnet SSH

User-defined key sequence for ’Enter CLI’



IBM Integrated Management Module Il

z System Status  Events ~  Service and Support »  Server Management ~  IMM Management -

Integrated Management Module (IMM) Properties

Various properties and settings related to the IMM
Apply | | Reset

Firnware | Date and Time | Serial Port

Serial Port

Serial port: redirection of the host

Serial Port 2 (COM2)
Baud Rate:

115200
Parity:

Hone
Stop Bits:

o

CLI Mode:
CLI with user-defined keystroke sequences

User-defined key sequence for 'Enter CLT'

P
i

IMM Management Users IMM2

IBM Flex System IMM2 CMM

P __F To comply with required security policies, user accounts may only be managed by the
! I CMM

IBM Flex System IMM2 IPMI
SNMPv3 IMM2 CMM IMM2
IPMI SNMPv3 IMM2
CMM IMM2 LDAP IMM2 Web
CLI

Users Accounts

IMM2
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B seemswus Erewse Sevkeand Swpon  Serer Hanagemert = NN M

Users Accounts G

User Accounts

and vie

at use : es cor

Create Uset .., | Global Login Settngs. . . | | Curently Logged n Users | | Delera
User Name Password Expiration Active Sessions
USERID Web-HTTPS)9 44 77 189
usemame? none;

er” and configure the

Create User...
word Confirm Password

User name Pass-

Create New User

User Credentials User Credentials
Enter a user name and password.

User name:
usernamel

Password:

Confirm password:
. e

User name rules:

Must be 1-16 characters

Cannot contain white space characters

= Can only contain the characters A-Z, a-z,
0-9,"_' (underscore) and "' (period)

[ Must be different for each user

Next > | Finish | Cancel

Password rules;

Passwords are not required

Must be 0-20 characters

Cannot contain white space characters

[ password and password confirm values
must match

A can only contain the characters A-Z, a-z,

0-9, ~* 1@#5%"&=()-+={}1]:;" <>,2/




User Properties

User Propertias

User Credentials Authority SHNMPv3 SSH Client Public Key
User name:
USERID

Password:

Confirm password:

User name rules: Password rules:

= Cannot contain white space characters = passwords are not required

Authority

Supervisor
Supervisor

Read only
Read only

Custom
Custom

Custom

User Account Management

Remote Console Access

Remote Console and Virtual Media Access

Remote Server Power/Restart Access

Ability to Clear Event Logs

Adapter Configuration - Basic
Server Properties Events

4 IMM2
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Adapter Configuration - Networking & Security
Security Network Serial Port

Adapter Configuration - Advanced

IMM2 IMM2
PXE
IMM2 IMM2
/ IMM2
IMM2 IPMI
IPMI
. IMM2 Supervisor IPMI
Administrator
. IMM2 Read Only IPMI
User
. IMM2 IPMI
Administrator

— User Account Management Access

— Remote Console Access

— Remote Console and Remote Disk Access

— Adapter Configuration - Networking & Security
— Adapter Configuration - Advanced

. IMM2 Remote Server Power/Restart Access
Ability to Clear Event Logs IPMI Operator

. IMM2 Adapter Configuration - Basic
IPMI User

SNMP
SNMPv3 SNMP

Authentication protocol
HMAC-MD5 HMAC-SHA SNMPv3
Authentication Protocol

Privacy protocol
SNMP DES
AES HMAC-MD5 HMAC-SHA

Privacy password

Confirm privacy password

Access type
Get Set Get SNMPv3
Set SNMPv3

1I



Hostname/IP address for traps

Group Profiles

Module Il

Service and Support v Sarv

User Accounts

Create and modify and wiew user accounts. Use ‘Group Prof fab

Group Profiles

counts

Group Profiles for Active Directory

esa profies will not be used while the LDAP cient ts configu
To use these group profies for authorization and LDAP for authentica

Create Group...

Group ID Role

Mo Group Profiles Available

1P

e Management v IMM Management »

modify and view group pro or acove drectory usars,

red for both authentcation and authorzation.

foon, reconfigure the LDAP Client section of the b

ork Protocols page.

Create Group

Create Group Profile

Create Group Profile

Group ID:

Role:

Supervisor
Has no restrictions.

Read-only
Has only read-only access, and cannot perform any save, modify, clear,

Custom
May or may not have any restrictions, depending on which custem authori

OK Cancel

or state affecting operations (e.g. restart IMM, restore defaults, upgrade the firmware, etc.)

ity level is assigned to the group.

Group ID Role

Delete

Confirm Group Deletion

SNMP

IMM2
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Confirm Group Deletion
Do you want to delete the group ‘groupProfilel’™?

Cancel

76
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Global login settings

General
* Local only IMM2
 LDAP only IMM2 LDAP
IMM2
* Local first, then LDAP:
LDAP
* LDAP first, then Local: LDAP
. IPMI SNMP

. User authentication method

Web inactivity session timeout

User picks timeout

Web
Web Web

Web
Auto Refresh

IMM2 Web
User authentication method

LDAP

LDAP
LDAP only IPMI SNMP

IMM2 Web
No timeout

Web

60 [ 17 Page]




General

| Global Login Settings. . .

Global Login Settings

General Account Security Level

User authentication method:
Local Only

Web inactivity session timeout
20 minutes

DK | Cancel

IMM2 Web
Web

+ System Status
* Server Power Actions

« Remote Control Start

IMM2 6 Web
Web

Account Security Level

* Legacy Security Settings
e High Security Settings

e Custom Security Settings

IMM2 Web

Session List

Web

IMM2

IMM2
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Account Security Level

Global Login Settings. . .

General

Global Login Settings

Account Security Level

|OK| | Cancel |

| Custom Security Settings | = |
Pasz=zword required
Complex password reguired
Password expiration period (days)
Minimum passward length
Minimum password reuse cycle
Minimum password change interval {hours)

Maximum number of login failures (times)

Minimum different characters in passwords

' =

Lockout period after maximum login failures (minutes)

Factory default 'USERID' account password must be changed on next login

m

olplmlelo|nle

Security Settings

* Legacy Security Settings

* Custom Security Settings

High Security Settings

/

Legacy Security Set-
tings

High Security Set-
tings

Custom Security
Settings

Password required

Complex password

maximum login fail-

ures (minutes)

required

Password expiration 90 0 - 365
period (days)

Minimum password 8 5-20
length

Minimum password 5 0-5
reuse cycle

Minimum password 24 0 - 240
change interval (hours)

Maximum number of|5 5 0-10
login failures (times)

Lockout period after|2 60 0 - 240




()

/

Legacy Security Set-
tings

High Security Set-
tings

Custom Security
Settings

Minimum different char-
acters in passwords

2

0-19

Factory default
"USERID’ account pass-
word must be changed

on next login

Force user to change

password on first access

Password required

Complex password

required

Password required

aa

a

Minimum password length

Password Required

Password expiration period (days)

0

Minimum password length

Complex password required

365

20
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Minimum password reuse cycle

0
0

Minimum password change interval (hours)

240 0
Maximum number of login failures (times)

10 0

IMM2
Minimum different characters in passwords
0 19

Factory default 'USERID’ account password must be changed on next login

USERID

Force user to change password on first access

IMM Management Network

Ethernet IMM?2

1BM Integrated Management Module Il
“? System Status Events »  Service and Support v Se

ver Managemeant =  TMM Management

Network Protocol Properties

MNetwork settng such as SHMP and LDAP used by the IMM

Ethemat SHMP DS

DDNS SMTF LDAP Teln It Assignim
Ethernet
Settings for how the TMM communicates via Ethemet
1Pv4
1. IPv4
IMM2
2. Configure IP address settings

¢ Obtain an IP address from a DHCP server



e Use static IP address

3. IMM?2 DHCP 1P
4. Static address IMM2 1P
1P 0 255
5. Subnet mask IMM2
0 255

255.255.255.0
6. Default Gateway

0 255

Ethernet

Ethernet = Advanced Ethernet

Host name:
IMM2-241f13d90631

IPv4 IPvE
./ Enable IPv4

Currently assigned IPv4 address information
Address

Host name IMM2-e41f13d90631

IP address 9.37.189.59

Subnet mask 255.255.240.0

Gateway address 9.37.176.1

Dormain name raleigh.ibm.com

Primary DNS Server 9.0.128.50

Second DNS Server  9.0.130.50

Tertiary DNS Server  0.0.0.0

Configure IP address settings
Obtain IP address from DHCP server -

Use static IP address

Obtain IP address from DHCP server
Static address: | 192.168.70.125

Subnet mask: 255.255.255.0
Default gateway: 0.0.0.0

Advanced Ethernet

IBM Flex System VLAN IBM Flex System (CMM)
IMM2

LAN (VLAN) Enable VLAN VLAN
VLAN ID IMM2 VLAN ID 1 4094
VLAN ID

4 M2 81



MAC selection
* Used burned in MAC address
- MAC IMM?2

e Used locally administered MAC address

_ MAC
000000000000 FFFFFFFFFFFF
XX XX IXXIXX2IXX:XX X 0 9 IMM2
1
Maximum transmission unit
60 1500 1500

Advanced Ethernet

IB8 Inteqrated Management Module il

.ﬂ Cysverm Status  Events =  Serace and Support -  Sareer Managerment - [MM Manapament -

MNetwaork Protocol Properties

Hetwork sattng such as SNMP and LDAP used by the MM

Epply || Reset
Ethamat M OHsS OoKS SHTP LDap Tabnat usa Port Assgnmants
Ethernet
Settigs for how the MM communicates v Ethemet
Ethesnet | Advanoed Ethernet

J s Autonegotstion
4 Enable VLAH
A0

HAL slacmon: &
Use bumed-n MAC address

Burmed-n MAC address: SCae:Bbb:Idied

Maximum transmsson unk: {bytes)
1500

SNMP

IMM2 SNMP
1. SNMP

1I



IBM Integrated Management Module Il

2 System Status  Events ~  Service and Support~  Server Management~  IMM Management

Network Protocol Properties

Network setting such as SNMP and LDAP used by the IMK
A Reset

Ethernet |{ SNMP : DNS DDNS SMTP LDAP Telnet usBe Port Assignments

Simple Network Management Protocol (SNMP)
Configure SNMP v1 andior v3 agents.

Enable SNMPv1 Agent
Enable SNMPv3 Agent
Enable SNMP Traps

USERID  Settings | Logout

SNMPvl SNMPv3

SNMPv1 H
SNMP

SNMPv1
a. Contact Contact person
Location
b. Communities
Apply
. SNMP
1) Community Name

2) Access type
. Trap
. Get

. Set
c. Host Name IP Address

d. Apply
SNMPv3

a. Contact Contact person
Location
b. Users
Users

SNMPv3

c. Apply
SNMP Traps

SNMP

SNMP
SNMPv3

SNMP

(MIB)

MIB
1P

SNMPv3

4 IMM2
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SNMP

SNMPv1 SNMP

Network Protocol Properties
Metwork setting such as SHMP and LDAP used by the IMM

Apply | | Reset |

Ethernet | @ SNMP DNS DDNS SMTP LDAP Telnet Use

Simple Network Management Protocol (SNMP)
Configure SNMP v1 and/or v3 agents.

.4 Enable SNMPv1 Agent
Enable SNMPv3 Agent
Enable SNMP Traps

@ Contact Users Communities Traps

SNMPv1 Communities
Select communities to configure. At least one community must be configured.

Community 1 =4 Enable Community 2

Community name:

Community name:
pub_get

pub_set
Access type: & Access type:
Get Set

Allow any host to query MIB ob]ects‘ - ‘

Allow any host to query MIB objects

Allow only specific hosts to query MIB objects and receive traps
e

Allow any host to query MIB objects
hccept 1Pv4 Hosts

Accept IPvG Hosts

Set trap destination that also be allowed to Set trap destination that also be allowed to set
query MIB objects: MIB objects:

Port Assignments

Enable Community 3

DNS

IBM Flex System IMM2 DNS

DNS IMM2
address servers

Ip 0 255

1BM Integrated Management Module ||

DNS CMM

Use additional DNS
1P

Events =  Service and Support = Server Management »  TMM Managaman
Network Protocol Properties
Hetwork settng such as SNMP and LDAP used by the MM
Reset
Ethamat SHMP. Qons DDNS SMTP LDAP Telet use Port Assgnments
Domain Name System (DNS)
. d b includd in the ssarch order for hostnar

Sp &r addtional DS se

when DHCP s In use.

gdtional DNS servers are added to the top of

Preferred DNS address typs:

P

Use addtional DN address servers (at least ane must be non-zera)

P Pve
Primary 0.0.0.0 ']
Secondary 0.0.0.0
Tertiary 0.0.0.0

a5 rasolution. DNS lookup ' 3ways enabled, and ather DHS addresse:

earch lst, 50 the hostname lookup & done

USERID




DDNS

DDNS IMM2 Enable DDNS
DDNS DDNS IMM2

IMM2

IBM Integrated Management Module 11

A Syskomn Statiss: Events~. Sondce.ahd Support » | Server Management v TMM Madagement v

Network Protocol Properties
MNetwaork settng such as SNMP and LDAP usad by the MM
Apply | | Reset

Ethemet SHMP oS DDNS SMT LDAP

Dynamic Domain Name Service (DDNS) Protocol

Enable or disable Dynamic DNS on this TMM

Enable DDNS

Use domain name obtained g

the DHCP server
Use custom domain name

Use domain name obtained from the DHCP server

SMTP

SMTP IMM2 SMTP
SMTP

IP
SMTP SMTP 1P
DNS

Port SMTP 25

Test connection
Test Connection SMTP

SMTP

IBM Integrated Management Module Il USERID

2Q) o/l  SystemStatus Events~ Service and Support v  Server Management v MM Management «

Network Protocol Properties
Network setting such as SNMP and LDAP used by the IMM

#pply | Reset |

The IMM2 s assigned a static IP address. When using a hostname or FQDN (Fully
Qualified Domain Name) , at least ane DNS (Domain Name System) server must be
specified in DS tab and make sure the DNS server can resolve the hostname or
FQDN to the IP address, Otherwise, communication errors will accur.

Ethernet @ shmp DNS DDNS SMTP LDAP Telnet uUse Port Assignments
Simple Mail Transfer Protocol (SMTP)
Provide the information for an SMTP server. This wil be used if you configure alerts to be sent via E-Mai.
TP address or host name: Port:
0.0.0.0 25
Requires authentication

Test Connection
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LDAP
LDAP IMM2 LDAP

IBM Flex System IMM2 CMM
LDAP

| The protocols listed below are preset to comply with required security
’—F policies.

® | DAP is pre-configured

IMM2 LDAP LDAP
IMM2
LDAP
LDAP
IMM2
IMM2

LDAP

IBM Integrated Management Module Il

LDAP

LDAP
LDAP

@  srstemstatus Eventsw  Servkeand Supportw  ServerMansgement w MM Management «

Network Protocol Properties
HNetwork setting such as SNMP and LDAP used by the IMM
Apply | | Reset

Ethemet SHMP DS DDNS SMTF LDAP Telnet usB Port Assgnmants

Client

d to provide user authenticat
J. Use the pul-dawn it to se

Usz LDAP Servers for. Authentication and Authorzabion

Active Diractory Settings:
Enable enhanced rol=-based security for Active Diractory Users

Use Pre-configused LDAP servers

Host name or TP address Port
0.0.0.0 389
383
389
389

Miscellaneous Settings
Root distnguished name:

UID search attribute:
sAMAccountName

Binding method
Anonymously

Group Fiter
Group Search Attribute
member0f

Login Permssion Attrbute

LDAP

LDAP server configuration item list
Use Pre-Configured LDAP Server
LDAP
636 LDAP

389

IMM2



Root distinguished name
LDAP

dn=mycompany,dc=com DN

UID search attribute
Anonymously

(DN)

With Configured Credentials

LDAP
DN
Active
Directory sAMAccountName Novell eDirectory
OpenLDAP uid
uid
Binding method
LDAP
LDAP
* Anonymously
- DN
e With Configured Credentials
- DN
e With Login Credentials
- DN
IMM2 UID Search Attribute
LDAP
LDAP DN
Anony-
mous With Configured Credentials
Group Filter
Group Filter
Group Filter
511
O]
IMMWest *)
IMM*
IMM*
()
DN cn DN adminGroup
DN cn=adminGroup,dc=mycompany,dc=com
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Active Directory
GroupA GroupB GroupA GroupC
GroupC 128

Group Search Attribute

Active Directory Novell eDirectory Group Search Attribute
Active Directory
memberOf eDirectory groupMembership
OpenLDAP objectClass PosixGroup
PosixGroup
memberUid
memberOf

Login Permission Attribute

LDAP

Login Permission Attribute

LDAP IBMRBSPermissions=
12 0
1
0 11 1
0

IBMRBSPermissions=010000000000
IBMRBSPermissions=
LDAP LDAP

LDAP

Supervisor

Read Only




3 Security Network
Protocols Network Interface Port Assign-
ments Serial Port

4

Login Profiles Global
Login Settings

5

6

7

8 System Settings Alerts

9

10 IMM2

IMM2
PXE IMM2
/ IMM2
11
OR
« » P
0
Telnet
Telnet IMM2 Telnet
Telnet
Allow telnet access
IMM2 Telnet
4 mm2 89
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Allowed simultaneous connections

Allowed simultaneous connections
Telnet

Telnet

IBM Integrated Management Module Il

A System Status  Events »  Service and Support =  Server Management = TMM Mznagement =

Network Protocol Properties

{etwork setting such as SNMP and LDAP used by the MM
Apply | | Reset

Ethemet SHMP DNS DDNS SMTP LDAF Talnet

Telnet
Control talnet access to tha TMM,
Allow telnet access
Alowed smultaneous connections:
2

1
¥ |

USB

usB IMM2 USB USB
IMM2

Enable Ethernet over USB
IMM2 LAN over USB

USB

LAN over USB

Linux Windows
IMM2

DSA

Server Management Firmware Server
USB

uUsB

USB



Network Protocol Properties

Metwork setting such as SNMP and LDAP used by the IMM

Reset

Ethernet SHMP DNS DDNS SMTP LDAP Telnet UsBe
Universal Serial Bus (USB) Settings

Control the USB interface used for in-band communication between the server and the IMM, This setting dd
. Enable Ethernet over USB

./ Enable external Ethernet to Ethernet over USB port forwarding
| Add Mapping. .. || Remove. .. |

External Ethernet port number «  Ethernet over USB port number
3389 3389
5900 5900

o o o o o o o O
o o o o o o o O

.4 Configure IP Settings for Ethernet over USB
IMM Ethernet over USB IP Settings
IP Address: | 169.254.95.118
Subnet Mask: 255.255.0.0

0S5 Ethernet over USB IP Settings
IP Address: 169.254.95.120

Enable external Ethernet to Ethernet over USB port forwarding
Ether-
net over USB

Port Assignments MM2

HTTP IMM2 HTTP Server 80
1 V65535
HTTPS
Web HTTPS (SSL)
443 1 V65535
Telnet CLI
Legacy CLI Telnet
23 1 V65535

SSH Legacy CLI
Legacy CLI SSH
22
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SNMP Agent

IMM?2 SNMP
1 V65535
SNMP Traps
SNMP 162
V65535
Remote Control
3900

CIM over HTTP

CIM over HTTP 5988
CIM over HTTPS

CIM over HTTPS 5989

Port Assignments

IBM Integrated Management Module Il

Network Protocol Properties
Natwork setting such as SNMP and LDAP usad by tha MM
Apply Reset

Ethemat SHMP DS DONS SMTP LDAP Telnet use Port Assgnments

oty open , 589, 9353 )
HTTP 80
HTTPS 443
Telnet CLI 23

SSH 2

CIM Over HTTP | 5088

161

92
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IMM Management Security
IMM?2

IMM Security Apply
Reset Values



IMM Mznzgement » |

Various properties and settings related

IMM Properties to the TMM

Create and modify user accounts and
Users group profiles that will have sccess to
the IMM console

Metwork settings such as SMMP and

Network LDAP used by the IMM

Configure security protocols such as SSL ,

Serucing and S5H

View a summary of the current

IMM Configuration configuration settings.

Restart the IMM. Typically only needed

Restart IMM when experiencing problems with the
IMM

Reset IMM to factory sets all current configuration settings

defaults. . . back to default values

Activation Key 4dd and remove activation keys for

Management additional functionality

HTTPS

HTTPS Server IMM2 Web HTTPS
HTTP
. SSL
. IMM2 Web
SSL [ 98 SSL HTTPS Server
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IMM Security

Configure security protocols such as HTTPS and S5H. Manage security certificates.

Apply | | Reset Values

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server | Cryptography Management

_J|Enable HTTPS server
Certificate Management #
HTTPS Server certificate status: A signed certificate is installed. A CSR has been generated.

Actions
Generate a New Key and a Self-signed Certificate
Generate a New Key and a Certificate Signing Request (CSR)
Import a Signed Certificate
Download Certificate
Download Certificate Signing Request {CSR)

IMM2
IMM2 Web
HTTPS
Actions HTTPS
HTTPS HTTPS
[ 98 SSL |
IMM2
CIM over HTTPS
CIM over HTTPS IMM2 Web CIM over
HTTPS CIM over HTTP
. SSL
. IMM2 Web

SSL [ 98 SSL CIM over HTTPS

1I



IMM Security

Configure security protocols such as HTTPS and SSH. Manage security certificates.

Apply | | Reset Values

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server | Cryptography Management

. Enable CIM Over HTTPS

Certificate Management

Certificate status:& signed certificate is installed.

Actions
Generate a New Key and a Self-signed Certificate

Generate a New Key and a Certificate Signing Request (CSR)
Import 3 Signed Certificate
Download Certificate

Download Certificate Signing Request (CSR)

CIM over HTTPS

Actions CIM over HTTPS

[ ssL

IMM2

LDAP
LDAP Client LDAP over SSL

SSL
SSL [ 98

SSL

LDAP Client

LDAP

IMM2
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IMM Security

Configure security protocols such as HTTPS and SSH. Manage security certificates.

Apply | Reset Values

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server

LDAP security:

LDAP security:
Disable secure LDAP
Certificate Management -

Signed Certificate status:  No certificate is installed.
Trusted certificates:

Cryptoaraphy Management

Mo trusted certificates are installed

Actions
Generate a New Key and a Self-signed Certificate

Generate a New Key and a Certificate Signing Request (CSR)

Import a Signed Certificate
Import a Trusted Certificate
Download Certificate

Download Certificate Signing Request (CSR)

LDAP

Actions LDAP over SSL
HTTPS HTTPS
[ 98 SSL [
LDAP over SSL

IMM?2

LDAP 3 (SSL3) (TLS)
IMM2 LDAP



IMM Security

Configure security protocols such as HTTRS and 55H. Manage security certificates.

[ Apply | | Reset values |

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server | Cryptography Management

LDAP security:

LDAP security:

[Enable secure LDAP =) @

Certificate Management

Signed Certificate status: A self-signed certfficate & installed.
Trusted certificates: Trusted Certificate #1 is installed Download  Replce  Remove

Actions
Generate a New Key and a Self-signed Certificate
Generate a New Key and a Certificate Signing Request (CSR)
Import a Signed Certificate
Import a Trusted Certificate
Download Certificate

Download Certificate Signing Request (CSR)

Secure Shell

SSH Server IMM2 Web SSH
Telnet
e IMM2 SSH Server SSH Server
Actions Generate SSH Server Private Host Key
. IMM?2
SSH Server
IMM Security
Configure security protocols such as HTTPS and SSH. Manage security cerfificates.
|. Apply | | Reset Values |
HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server | Cryptography Management
Enable SSH Server
/| Enable 55H Server
Certificate Management
Key status: SSH Server Key is installed.
Actions
Generate S5H Server Private Host Key
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SSL

SSL SSL /
IMM2 SSL
Web (HTTPS) LDAP (LDAPS)
CIM over HTTPS SSH IMM Management Secu-
rity SSL SSL SSL
SSL
SSL
SSL
SSL SSL
IMM2 Web IMM2 Web
Web IMM2
(CA)
Actions Generate a New Key and a Certificate Signing Request
(CSR) (CSR) CA
Actions Import a Signed Certificate
IMM?2
CA IMM2 CA IMM2
CA CA Web
IMM2 Web
IMM?2 HTTPS Server CIM over HTTPS LDAP
LDAP LDAP
LDAP LDAP CA
LDAP LDAP
LDAP
SSL
IMM?2
Actions

Generate a New Key and a Self-signed Certificate
Generate a New Key and a Certificate Signing Request (C5R)
5 I ficate

Import a Trusted Certificate

Actions Download Certificate
CSR LDAP
Actions Import a Trusted Certificate
CSR Actions Import a Signed Certificate

1I



“Generate” Generate New Key and Self-signed Certifi-
cate

| Generate New Key and Self-signed Certificate

Required SSL Certificate Data
Country US United States

State or Province  NY

City or Locality MNew York

Organization Name My Company

IMM Host Name immi234

Optional SSL Certificate Data

Contact Person Chris Manager

E-Mail address cmanager@mycomp.com
Organizational Unit Sales

Surname

Given Name

Initials

DN Qualifier

ok Cancel

Generate New Key and Self-signed Certificate

Ok Certifi-
cate Generated
74 Certificate Generated
|
Close
Cryptography Management
Cryptography Management IMM2 SP 800-
131A
IMM2 IMM2 Security Basic
Compatibility Mode IMM2

Cryptography Management
* Basic Compatibility Mode
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II

e NIST SP 800-131A Compliance Mode

Basic Compatibility Mode NIST SP 800-131A Com-
pliance Mode

Basic Compatibility Mode  Cryptography Management

IMM Security

Configure security protocols such as HTTPS and SSH. Manage security certificates.

|_ Apply | | Reset Values |

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server | Cryptography Management

Basic Compatibility Mode

- This mode is compatible with older firmware versions and with browsers and other network clients that do not
implement the stricter security requirements of the complance mode below.

NIST SP 800-131A Compliance Mode

- Select this mode to have the IMM2 firmware comply with the requirements of SP 800-131A.
- Note: To prevent loss of access to the IMM2, this mode should only be selected if you are sure that your browser
and other network clients also work with the required SP 800-131A encryption modes.

NIST SP 800-131A Compliance Mode NIST SP 800-
131A Compliance Mode IMM2 SP 800-131A
. IMM2
SP 800-131A NIST SP 800-131A Compliance Mode
. NIST SP 800-131A Compliance Mode SNMPv3

NIST SP 800-131A Compliance Mode  Cryptography Man-
agement

IMM Security

Configure security protocols such as HTTPS and SSH. Manage security certificates.

| Aoply || Reset Values |

HTTPS Server | CIM Qver HTTPS | LDAP Client | SSH Server | Cryptography Management

Basic Compatibility Mode

- This mode is compatible with older firmware versions and with browsers and other network clients that do not
implement the stricter security requirements of the complance mode below.

NIST SP 800-131A Complance Mode

- Select this mode to have the IMM2 firmware comply with the requirements of SP B00-131A.
- Note: To prevent loss of access to the IMM2, this mode should only be selected if you are sure that your browser
and other network clients also work with the required SP 800-131A encryption modes.

Select the settings below to override a strict compliance.

| Allow SNMPv3 accounts that don't comply. !

1. IMM2



IMM Management Security
Cryptography Management
Cryptography Management Apply

" Confirm Security Setting Changes X

3 *z

ote: Changes to the Security settings may cause existing
essions to be terminated. A new login will be required for

rminated sessions. Do you wish to apply these changes?

| OK || Cancel |

IMM2 SSH NIST-800-
131A Compliance Mode

TigerVNC: Andromeda-server:5 (immdev)
‘ &9 [IMM2-6cae8bdb3ecl] - IBM Integrated Management Modu
Fle Edit View History Bookmarks Tools Help

1 [IMM2-6cae8b4b3ecl] - IBMI... | &k |
<A '192.168.70.125/desig

IBM Integrated Management Module 11

2 System Status  Events =  Service and Support~  Server Management - IMM Management +

ynsole.pl

IMM Security

Configure security protocols such as HTTPS and SSH. Manage security certificates.

Apply || Re

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server | Cryptography Management

Basic Compatibility Mode

- This mode is compatible with older firmware versions and with browsers and other network clients that do not implement
the stricter security requirements of the compliance mode below.

NIST SP 800-131A Compliance Mode
- Select this mode to have the IMMZ firmware comply with the requirements of SP 800-131A.
- Note: To prevent loss of access to the IMM2, this mode should only be selected if you are sure that your browser and
other netwark clients also work with the required SP 800-131A encryption modes.
Select the seftings below to override a strict compliance.

Allow SNMPv3 accounts that don't comply.

NIST-800-131A

omply with the requirements of SP 800-131A

it 1 Failed to Apply Security Changes x

verri e The modified security settings cannot be saved because not all of the installed certificates are NIST SP 800-131A compliant.

Non-compliant certificate(s):
* LDAP Server #1 Certificate

| Close |
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IMM

IMM Management IMM Configuration
. IMM2
. IMM2

. IMM2
. IMM2

“Manage the IMM Configuration”

IBM Integrated Management Module II

=2 System Status  Events~  Service and Support - Server Management - IMM Management +

Manage the IMM Configuration

The IMM weh console configuration Settings can be exported to and importzd from an extemal file. This is primarily for backup
purposes so that you can easily restore your configuration if you need to. The file created is a binary file and is only intended o be
Used by this web console; the fle cannot

| Backup, Restore. .| |Backup/Restore Status... | | Reset MM to factory defauls. .. | | Initial Setup Wizard

Configuration Summary:
- (= Configuration Settings.
[5) IMM Info(Name location date time) IConfiguration Settings
(3 Server Actions

(3 User Accounts and Alert Setings IMM Info{Name location date time)

(2 Network Settings IMM Information
Name:
Contact: test
Location. test;

IMM Date and Time:

Automatic DST update: Disabled

GMT offset: +0:00 - Greenwich Mean Time (Britain, Ireland, Portugal, Reykjavik (iceland), Western Africa)
Network Time Protocol Disabled

NTP Host Name or IP Address

NTP Update Frequency: 1,440 minutes

Server Timeouts

0S watchdog Disabled
Loader watchdog Disabled
Power Off Delay Disabled
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IMM Management Restart IMM IMM2

Supervisor
. IMM2 IMM2 Web
. Restart IMM

Fail to Restart X

IMM cannot be restarted now because a firmware flash is
in progress.

| Close |

IMM2
1. IMM2 [ 9 IMM2 |
2. IMM Management Restart IMM




3. Confirm Restart OK IMM2

Confirm Restart

Confirm Restart

: Do you want to restart the IMM?
The IMM will be unavailable during the restart. When the
restart is complete, you must log in to the IMM web

console to access the IMM.

OK || Cancel

IMM2 TCP/TP

IMM2

Integrated Management Module

The IMM is being restarted.

Web GUI access to the IMM will be unavailable until the
web server restart is complete, which may take 3-&
minutes. At that point, you will need to login to the IMM
consale again.

4. IMM2 Web [ 9 IMM2 |
IMM2

IMM Management Reset IMM to factory defaults...
IMM2
. Supervisor
. IMM2 IMM2 Web
. Reset IMM to factory defaults IMM2

IMM?2

1. IMM2 [ 9 IMM2 |
2. IMM Management IMM Reset to factory defaults...
3. Confirm Reset to factory defaults OK
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Confirm Reset to factory defaults

® Do you want to reset all IMM settings to factory
defaults?

If you are working from the IMM local system, you will lose
your TCPR/IP connection as a result. You will need to
reconfigure the IMM network interface to restore
connectivity.

After the IMM configuration is cleared, the IMM will be

restarted.
OK || Cancel |
IMM2 IMM2 TCP/IP

4. IMM2 IMM2 Web [ 9 IMM2 |
5.

IMM Management Activation Key Management
IMM?2 Feature on Demand (FoD) 157
[7 . Features on Demand | FoD
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System Status IMM2

System Status

System Status System Status
IMM2 IMM2 IMM2
Add System Descriptive Name... IMM2
IBEM Integrated Management Module |l
@ System Status  EBvents =  Service
System x3650 M4
Add System Descriptive Name, . ,
Change System Descriptive Name IMM2
Change System Descriptive Mame x
Edit the name of your system. This is 3 name used for descriptive purposes to
help you identify your system.
|Te;t Server
| OK || Cancel |
System Descriptive Rename... System
Descriptive Name
Rename
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IBM Integrated Management Module I

System Status Ewvents »  Service

System x3650 M4

Test Server Rename. ..

System Status System Status

Power System state

System Status

Power: on
System state:  System running in UEFI

Systern Information = Fower Actions

State

/ UEFI UEFI
UEFI UEFI
UEFI UEFI

. (0S)

e IMM2 Ethernet over USB
. Ethernet over USB

RAM

System Status
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* System Information

* Power Actions

* Remote Control [ 113

e Latest OS Failure [ 139

System Information
tem Information

. (UUID)

* Restart count

System Information

System Status

| System Information | | Power Actions | | Remote Control. . . | Latest OS Failure Screen
System Information Quick View
I Machine Mame System x3550 M4
Machine Type-Model TO14A2A
Serial Mumber DGKMKLS
uuIo 30BBA0B03ATE1NE2B4EFECAEBB4ES3C2
Server Power On
Server State 05 booted
Total hours powered-on 1005
Restart count 27
Ambient Temperature 66.20 F/19.00C
Enclosure Identify LED Off [Change. _|
Check Log LED Off
| Cose |

System Status

Sys-
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U

IBM Integrated Management Module Il

S gystem health is normal. vice and 5i

System x3650 M4

IBM Integrated Management Module Il

IBM Flex System x220+1Gb ENET

2 active error events
S 0 active attention event 2Mvice and St

tem Status Active Events
Active Events
Active Events

Severity - Source Date Messzage

Q Error System 16 Jul 2012 01:00:28.000 PM Sensor Mezz Exp 2 Fault has transitioned to critical from a less severe
o state.

@ Ermor e 18 Jul 2012 01-00:29.000 PM Sensor Mezz Exp 2 Fault has transitioned to critical from a less severe
o state.

System Status

Hardware Health

Power Modules

Critical

System Status Hardware Health

II

Sys-
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Hardware Health ¢

Component Type Status
Cooling Devices L Mormal
Power Modules @) Critical
Local Storage L4 Mormal
Processors L. Mormal
Memary L Mormal
System L. Mormal
Memory
Memory
Display the memory modules available on the server. Clicking on 2@ module displays a Properties pop-up window with 2 tabs: Eve
FRU Name + Status Type Capacity (GB)
DIMH§N0rmaI ' DDR3 4
DM BNormaI DDR3 4
DIMM 16 Normal DDR3 4
DIMM 21 [Anormal DDR3 4
(FRU)
Events

DIMM 4 Events
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Properties for DIMM 4

Events Hardware Information

There are no active events for this device

Close

Hardware Information

DIMM 4 Hardware Information

Properties for DIMM 4

Events Hardware Information

Description DIMM 4
Parthumber M393B5773CHO-YHS
FRU Serial Number 8634E095
Manuf Date 2211
Type DDR3
Size 2 GB
Close
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6 IMM2

[ 17 3 , IMM2 Web

IMM2

System Status

IMM2 System Status

Events

Services and Support

Server Management

Server Management

IMM2

. Server Firmware
. Remote Control

- CDh DVD USB
. Server Properties
. Server Power Actions
. Local Storage
. Memory
. Processor
. Adapters
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. Server Timeouts

. PXE Network Boot

. Latest OS Failure Screen
. Power Management

. Scalable Complex

oS

112

II

Power Actions

IBM Integrated M

- MM Manag

Server Actions
Curtent server power state: ON
Actons

Power On Server at Specified Date and Time

Pawer Off Server immediately

Shuat down OF and then Power OFf Server

Shast dawn OS and then Restart Server

Restant the Server immedately

Restart the Server with Nor-maskable intermupt (NM)
Schedude Daily/Weekly Pawer and Restart Actions:

1. Power Actions

. System Status Power Actions

. Server Management Server Power Actions
2. Actions

7.

Power on server immediately

Power on server at specified date and time

Power off server immediately

Shut down operating system and then power off

server !

Shut down operating system and then restart

server !

Restart the server immediately




Restart the server with non-maskable interrupt ‘ ”
(NMI) NMI
IMM2 Setup UEFI
Fl NMI
NMI
Schedule daily/weekly power and restart actions
Enter Sleep Mode S3
S3
Exit Sleep Mode S3
S3
1. “ ” IMM2
IMM2
IMM2 Web IMM2
CD
USB IMM2 Premium
IMM2 Web
MM2 IMM2 Basic IMM?2 Stan-
dard IMM2 Premium [ 3 IMM2 |
IMM2
. 1600 x 1200 (75 Hz)
. CD DVD USB
ISO
. IMM2
. IMM2

IMM2

6 IMM2
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IMM2 Java ActiveX applet
Java ActiveX applet
IMM2 Java applet ActiveX applet IMM2
Java applet ActiveX applet
Java applet IMM2
Java applet
Java
Windows Oracle Java 1.7
1. > >
2. Java 1.7 Java Plug-in
3. Cache
4.
. Enable Caching Java
. Clear Caching IMM2
Clear Caching
IMM2 [ 125
IMM?2 Premium MM2 IMM Standard IMM
Premium [ 3 IMM2 |
IMM Premium
I |
Video Viewer
1. Video Viewer File
2. Capture to File
3.
Java JPG ActiveX
BMP

II



File View Macros Tools Help

| Save

Save In: ||‘_‘=| My Documents

‘|j a 3 My Videos

I3 Access Connections [ Snaglt Catalog
7 Bluetooth Exchange Folder[5 Updaters

=] Downloads

=] My eBooks

I3 My Music

‘l‘_‘] My Pictures

File Name: |

Files of Type: |*.jpg or *jpeqg files

Video Viewer

Video Viewer View

Hide Status Bar

Show Status Bar

Refresh
Video Viewer

Full Screen

Video Viewer Video Viewer
Windowed
Video Viewer Video Viewer

Fit Video Viewer

Video Viewer
Video Viewer

6 IMM2
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IMM2
Remote Supervisor Adapter II

1. Video Viewer View
2. Color Mode

. 7 9 15 23

. 16 32 64 128

File | View | Macros Tools Help

Hide Status Bar
Refresh

Full Screen
Fit

Color Mode » Color ] ysten Settings
Grayscale ¥
This option is only

Integrated Management HN for older generation
Processors UEFI drivers to
Hemory configure their
Devices and I/0 Ports corresponding device.
Power

Operating Modes

Legacy Support

System Security

Recouery

Storage
Network
Driver Health

Ti=Hove Highlight - - it sc=Exit

[I1 Informational Event(s) Detected, Check PUST Event Uiewer

3.
Microsoft Windows
Ctrl+Alt+Del F1
1. Video Viewer Macros
2. Soft Key
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File View | Macros| Tools Help

Cirl-Alt-Del
Alt-Tab
AIt-ESC
Cirl-ESC
Alt-Space
Alt-Enter
Alt-Hyphen
Alt-F4
PriScm
Alt-PrtScrn
F1

Pause
Tab
Cirl-Enter
SysReq

Alt-SysReq
Alt-L Shift-RShift-Esc
Cirl-Alt-Backspace
Alt-F?

Cirl-AltF?

System Configuration and Boot Management

This selection
displays the basic

details of the Susten.

Video Viewer Macros

1. Video Viewer
2. Soft Key
3. New
4.

OK
5.

Video Viewer

Macros

Add

Linux X

Delete

New

OK

Ctrl+Alt+F2

IMM2
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Video Viewer

Session Options

A S e

OK

Video Viewer

Tools

Session Options

General

Pass all keystrokes to target

1. Remote Control Tools

2. Session Options

3. Session Options

Mouse

File View Macros Tools Help

IMM System Event Log

Session Options

ﬂxﬁﬁhz Sgs

0x0005
0x0006
0x0007
0x0008
0x0009
0x000A
0x000B
0x000C
0x000D
0x000E

0x0003 Sys
0x0004 Sys

| General | Mouse | Browser |

Single Cursor

Termination Key: [F12 | |

Mouse Mode
@ Absolute
) Relative

! Relative (default Linux acceleration)

[ok ][ apy |

|Ca,noel

Absolute

Relative




Relative (default Linux acceleration)
Linux
Linux

Video Viewer
Video Viewer
Tools > Single Cursor

Video Viewer KVM

Defined Termination
Tools > Session Options > Mouse

Video Viewer Web
Video Viewer

1. Video Viewer Tools
2. Power

On
Off
Reboot

Cycle

Video Viewer Video Viewer Tools
Stats

Frame Rate

Bandwidth

Compression
100.0%
10%

Packet Rate

Windows (RDP) RDP
KVM RDP
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Knock-knock

Web Knock-knock
Knock-knock
Web
Knock-knock
Web
Web Java ActiveX
Web
Knock-knock
1. Remote Control
. Server Management Remote Control
. System Status Remote Control...
2. Allow others to request my remote session disconnect

Allow others to
request my remote session disconnect

No response time interval

. IMM?2
. Knock-knock

0

. Allow others to request my remaote session disconnect =

Mo response time interval: = 1 hour

Start remote control in single-user mode
Gives you exclusive access during the remote session.

Start remote control in multi-user mode
Allows ather users to start remaote sessions while your session is active.

1. Refresh

Remote Control Session in Progress

120 I



[Remote Control Session in Progress

If il sessions are currently consumed, you can send a request to disconnect one of the available sessions.

User Name «  Active Sessions Availability for Disconnection Timeout Value

USERID 1921685.11 8 [Requestto connect L hour

R

Availability for Disconnection

Request to connect:
Web

* Waiting for response:
Web

* Other request is pending:
- Web
- Knock-knock

¢ Not available:

Request to connect

Sendrequest

Your requesthas been sent successfully.
Please waitforthe responsefromthe remote user,

Clase

Web

Web

Requestis accepted

The reguestto disconnectthe remote session has been
accepted. Press the button to Start Remote Control Now
within 5 minutes, or the option to start the remote control
session willbe disabled.

Start Remote Control Mow Cancel

Knock-knock
Web

Web
Cancel

Web

Knock-knock

Knock-knock

6 IMM2
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Requestis accepted

| Therequesttodisconned remote session has been accepted
s If no response within0 second, the optionto start a remote
controlsessionwill be disabled.

Cancel

Requestis denied

o Y'our reguestte disconnectthe remote session has
Ll been denied.

Close

Web IMM2 Web

Warning to terminate the remote session request

A remote session disconnect reguest i= currenthyin
progress. Logging outofthe IMM2 web wil
terminate this request.

oK -I-C:-ancel_

Request to End Remote Session

Request to End Remote Session
(] Request to End Remote Session b4

User USERID from IF address 132 .168.5 35 is asking to end your rermote sessior.
If the request is accepted, your live session will disconnect.

If you do not act within 45 minutes, your session will be automatically be
disconnectad.

I Accept, end my session now | | Deny |

Accept, end my session now
Deny
Request to End Remote Session
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Timeout of Remote Session

I.1)  Arequestto end your session has timed out waiting for your response, Your remote session has ended automatically.

<]

Virtual Media Session CDh DVD
USB
USB
 USB USB
— Microsoft Windows Server 2003 Web Std Ent DC SP2 R2 SBS
— Microsoft Windows Server 2008 SP2 Std SBS EBS
— Microsoft Windows Server 2008 R2
— SUSE Linux Enterprise Server V10 SP3 x86_64
— SUSE Linux Enterprise Server V11 x86 _64
— Red Hat Enterprise Linux Enterprise Servers V3.7 x86 x86_64
— Red Hat Enterprise Linux Enterprise Servers V4.8 x86 x86_64
— Red Hat Enterprise Linux Enterprise Servers V5.5 x86 x86_64
— Red Hat Enterprise Linux Enterprise Servers V6.0 x86 x86_64
- ESX 45 4.0 Ul
° Java 1.7
. Intel Pentium III 700 MHz
1. Video Viewer Tools
2. Launch Virtual Media Video Viewer
Video Viewer Encrypt disk and KVM data dur-
ing transmission ADES
Virtual Media Session Video Viewer Virtual Media Session
Virtual Media Session
ISO CD
DVD ISO

Select

IMM2

123



CD DVD

CD DVD
Mount Selected Add
Image 1SO Virtual
Media Session 1ISO
Unmount All
Map IMM2
(RDOC)
Yes
L‘&”
IMM2
IMM2 Web IMM2
50 Mb RDOC
Setup Delete
Video Viewer Virtual Media Session
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PXE
PXE Network Boot

1. IMM2 [ 9 IMM2 |
2. Server Management PXE Network Boot

IBM Integrated Management Module Il

Attempt PXE Notwork Boot o next server restart
Restort mmecicAely and altempl PXE Network Boot

Shua down OS. Restart, and attempt PXE Network Boot

3. Action Attempt PXE Network Boot at next server restart

II



agement M

er Management = TMM Manages

PXE Network Boot

PIE Network Boot wil be attenpted at next server restart

CancePeBot

Acoons

Restart mmediately and attempt PXE Network Boot
Shut down OS, Restart, and attempt PXE Network Boot

CancelPxeBoot

Confirm Cancel

Confirm Cancel
@) Ths Wil cancal tha PXE Boot at the next server rastart
@ croceea

oK | | Cancel

Server Firmware
IMM2 UEFI DSA

Server Firmware

1BM Integrated Management Module Il

B v sitie s s i supot v et M Moo

Server Firmware

Show the firmware levels on various server components, including the THH tsef.

Updaze Frmiare.

Firmuware Type ~ | Status Version Build Release Date
Dsa Active 924 DSYTA2B 2012:08-10
2

1HH2 (Primary Active 215 1200380

1M142 (Backup) Inactive 300 1200397

UEFI

UEFI (Primar, Active 120 D7E1200US

UEFI (Backup Inactice 120 D7E120CUS

DSA IMM2 UEFI

Active

Primary

| Log out

IMM2 UEFI DSA

¢ Active
* Inactive

* Pending

Primary

Backup

IMM2

Backup
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1I

Server Management

2. Update Firmware

Server Firmware

Update Server Firmware

Update Server Firmware
noose Frmware Fie Select Firmware File
Upload and Verify
Addbonal Gpbons

Perform Frmware Fash

Select File ...

fack | Newt® | Firech | Cancal |

Select the frmware file that you wish to Lse to fash the IMM/Server Firmware

i Fleass note that updating server frmware via this wizard = intended for recovery
purposes only. 1t is strongly recommeanded

\Updateskpress System Fack Instalier,

that updates be performed using the 1BM
a5 @ dewrioasd from the 18M web site.

Salacted Flash File: ibm_fw_imm2_laco31--1.60_anyos_noarch.uxz

Cancel
Select File...

Update Server Firmware

Select File...

Update Server Firmware

Server Firmware

File Upload

Choosa Frmware Fie

Select Firmware File
/| Upload

ad

| Pastorm Eir

fie st you wsh 10 use:

Frmuare

naiy

frmware via for recovery

Select File ...

<Back | Next>

rish | Cancel

Lookim: | (3 Systema3750fwundates

¥ o E

g (B ion_fin_rmm2_ta0831--1.60_anyos_noarehuxz

y Recert

&
Deskicp
=

My Documents

Wy Compter

My Nehwosk  Filsof type-

Fie rame. b 2 fa031-1 60_arycs noarch x|
Ao i

IBM Integrated Managemant Module 1l USERID  Settings | Log out

Firmware

Open

Update Server



Update Server Firmware
Eroose Frmvare File Select Firmware Fle
Select the Srmware fle that you wish fo Lss 1o flash the IMM/Server Frmiars:

L Please note that updating server firmware via this wizard 5 inlended for recovery
purpases only, It i strongly recommended that updates be perfonmed using the 184
Updateskpress System Pack Instaler, avalable as a download from the IBM web site.

Select File ...

Selected Flash File: ibm_fw_imm2_1laco31--1.60_anyoes_noarch.uxz

gack | Mext® | Finich | Canecel
Next >

Update Server Firmware

2 Choose Fimware il |pload and Verify
The fiemware file is being uploaded. You will have an opportunity to verify its the correct file prior to the flashing procedure.

Upload and Verify

Uplsading firmware file
'ibm_fw_imm2_lacc31--1.60_anyos_noarch.usz'

Back Peext

DSA IMM UEFI

Successful upload

Update Server Firmware

< Choose Frmuware File Upload and Verify

Upioad and Verfy The firmware file is being uploaded. You will have an cppartunity to verify it s the correct file prior to the flashing procedure.

Adde

Perform Firmwara

r; Successful upload.
The firmware mage tbm_fw_imm2_1aoo31-1.60_anyos_noarch,ua’ was
successfully upioaded and verified,

The upioaded file was detected as a MM firmware fie with Buid ID 1400311,
The current Buld 1D in the primary area is LA0031L.
The current Buid ID in the backup area is 1400292,

If this is correct, dick the Next button to continue the frmware update procedure,

| <Back | [Next> Firish | Cancel

6 IMM2
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7. Next > < Back

Next >

Update Server Firmware

i Choose Firmware File Additional Opﬂoﬂs

I Upload and Verify Some firmware types have additional options that you can select.

Additional Options

. Actionl: Update the primary bank {default action)
Action2:

<Back | iNext>!| Finish | Cancel

8. Action 1 Update the primary bank (de-
fault action) Update the backup bank

Update Server Firmware
@ Choose Firmware File  Additional Options
= Upload and \-’Eﬂf)' Some firmware types have additional options that you can select.
Additional Options
Perform Fi S|
. Actionl Update the primary bank (default action) Ty
ActionZ: Update the primary bank (default action)
Update the backup bank
<Back || Next> | Finist Cancel

Action 2
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Update Server Firmware

% Choose Firmware File
= Upload and Verify

Additional Options

Perform Firmw Fl

‘<Back || Next= | Finish

Additional Options

Some firmware types have additional options that you can select.

.4 Actionl Update the primary bank [default action)
.+ Action2 Update the backup bank

| Cancel |

Action 1 Action 2
Next >
Action 1 Action 2
Update Server Firmware
2 Choose Firmware Fie  parform Firmware Flash
2 Upload and Verfy =The firmware is being fiashed now.
i fradRienl Options Action 1 of 2: "Update the primary bank (default action)'
Portomy Frmwate Stash Action 2 of 2; ‘Update the backup bank
N 27%
Ba 3
IMM2
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Update Server Firmware

¥ Choose Firmware File
4 Upload and Verify
(1 Additional Options

Perform Firmware Flash

Finish

Perform Firmware Flash

>The firmware is being flashed now

Firmware update success.

The firmware update procedure completed successfully. Click Finish 1o close this
wizard.

If the update included a flash of the IMM primary partition, it will also be necessary to
Restart the IMM for the IMM update to take effect.

If the update included a flash of the UEFI firmware it will also be necessary to Restart
the OS for the update to take effect.

Restart IMM

Server Firmware

IBM Integrated Management Module Ii USERID

System Status  Events «

Server Firmware

previous buik name.

10 take effect,

Restart OS Restart IMM

[lipdaie Firmuare

Firmusare Type 4 | Status
DSA Active
IMM2
IMM2 (Primary) Pending
IMM2 (Backup) Inactive
UEFI
UEFI (Primary) Active
UEFI (Backup) Inactive

Service and Support ~  Server Management~  IMM Management +

Show the firmware levels on various server components, including the IMM itself.

/3 Firmware update Is successtul:
'\ The firmware builis below require restart astions. Before the actions are iaken, the
pending firmware will keep the previous buiid and the table below stillshow the

The primary IMM build has been updated to buld 1AC039Q , and it must restart IMM

Schedule Restart Actions

Version Build Release Date
924 DSYTA4B 2012-08-10
215 1A0039Q 2013-01-28
215 1A0039Q 2013-01-28
120 D?EIZDC%S 2012-08-23
120 D7E120CUS 2012-08-23
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IMM2
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IMM2

Event Log

II

Event Log Event Log
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IBM Integrated Management Module I

Systemn Status | Events - : Service and Support »  Server Management »  IMM Management «

Even%og Full log history of all events

System x375(

Add System Descriptive Mani_

&dd and modify E-Mail and SysLog

Event Recipients notifications

Event Log

Event Log
This page displays the contents of the IMM event log, and allows you to sort and fiter the log. By default the log entries are displayed in reverse chronological order (most recent log entry first
displayed along with a timestamp, source and a text mess. .. more. ..

= 3 Fiters: | @] [ 8 Time: | Al Dates 3
| Severity Source Date - EventiD Hessage
22 00t51 tems fitered Ditems selzcted Clearfiter  Applied filters: Events] Emar Waming Information Audit
[ Informational  System 3112013 00:02:42.771 Al 074000000200000000 Remote Login Successiul. Login [0 USERID froam

webguis atIF address 9.111.20.5

ENETICIN:ep1]
DHCP-HST=IlI2-6cas8b4es3cs,

@ informational  System 3112013 09:01:00.297 Al 0x4000001600000000 DN=cn ibm.com, IP@=9.185.166.78
EY 55128, GW@=9.186.165.1
DNS 148.5

[@ informational  System 3112013 09:00:58.957 Al 0x4000001900000000 LAN: EthernetBIep2) interface is now active

ENETICIN p2]
meslliNi2-Geaesh

@ nformational  System 0x4000001700000000 N
ENETICIM:ep1]
M infomational  System 3112013 09:00:53.403 All 0x4000003700000000 1PYE-LinkLocalHstName=IHili2-5casBb4eaacs,
IP@=e80: Beac:BbfTiede:83ch Pref=54
@ Informational  System 3112013 09.0051582 Al 0x4000001800000000 LAN: EthemetlBIep1] interface is now acive
[ Informational  System 3112013 09:00:47.068 Al 014000000100000000 llanagement Gontroler SHi 05KNKL Hetwork
Initializsion Complete
Minomatonal  System 3112013 09.00.02.674 Al 0XB0080126210 11 Device Low Securiy Jmp has been added.
@ nformational  Power 3112013 09:0002304 All 0805000913011 Host Power has been turnsd off.
013 meE 1252 . Hanagement Controller SN 08KNKLO resst was
ormati s 3112013 08:5511 252 & 5
[@ nformationsl  System 3112013 08.55:11252 A 0x4000001500000000 e ety
) Flash of SI# 0BKNKLO from (7:9.185.155.119
ormatic S 3112013 08:47.59.118 4 23
@ nformational  System 3112013 08:47:58.18 Al 0x4000002300000000 e o
e < 1 01 0B 15 55 A Remote Login Succsssiul. Login ID: USERID from
@ nformational  System 3112013 08:43:15.566 All 0x4000000¢00000000 e e s
= e Remote Login Successiul. Login ID: USERID from

Export
Event Log
Export

Event Log

This page displays the contents of the IMM event log, and allows y
entry first). For each log entry, the severity of the eventis displayed

@j |%] Export Event Logs
Severity Source Date

= 00f52 items filtered 2 items selectsy

- [ Informational System 31 Jan 2013 09:]

i ! [@Wnformational  System 31 Jan 2013 09:¢

Delete Events

Delete Events
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Delete Events

1 Choose which events you wish to delete

L Platiorm Events
4 Audit events

OK | | Cancel

Refresh Events Warning Events Audit Events

o

mies: | @A ||| & Time: | All Dates o
- - — —
Visible Columns Information Events Date ranges to show

Error Events

Search Events
Go

= T mers @A || &

Time: Al Dates

IENET] )
Severity Source Date ~ EventiD Message
:%) 0 of 53 items fitered 0 items selected Clear filter Appl\eﬂ filters: Events: [ Ermrwamlng Information Auﬂ\[]
[ Informational  System 1 Feh 2013 01:29:28 414 AM 0x4000000200000000 Femote Login Successtul. Lagin [D: USERID

webquis atIP address 9.186.166.119.

Event Recipients

Event Recipients

IBM Integrated Management Module I

System Status | Events » ' Service and Support = Server Management +  IMM Management -

Ewvent Log Full log history of all events
S Stem X375C o Add and modify E-Mail and Syslog
y Ewvent Recipients e
Add System Descriptive Man {b

Event Recipients

Event Recipients
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IBM Integrated Management Module 11
Service and Support = Server Management »  IMM Management »

System Status  Events v

Event Recipients
a summary list. of all remote alert recipients. Use the links in the Mame colurmn to configure individual alert recipie

This table lets you vie
labeled with the configurad name for that particular recipient. . . . more. ..
Generate Test Event. . . || Global Settings. . . |
Events to Receive

W
W

Create ¥ |
Status

Name Motification Method

Event Recipients more

IBM Integrated Management Module I

MM Management w.

System Status  Eventsw  Service and SUpport v Server Management v

Event Recipients

iabeled wih the configured name for that particulr recipient.

This table lets you view a summary list of all remote alert recipients. Use the links in the Name column to configure individual alert recipients. You can define up to 12 unique recipients. Each link for an alert recipier
To work with an alert recipient, dlick the link corresponding to that recipient to open a page with recpient setup detais.

Global Settings. . .

less
Events fo Receive

Create
Name

Generate Test Event. . .
Status

Nfification Metnod

Create

Create
IBM Integrated Management Module [
Service and Support »  Server Management = IMM Management -

System Status  Events v
Event Recipients

This table lets you view a summary list of all remote alert recipients. Use the links in the Name column to configure individual alert recip)
labeled with the configured name for that particular recipient. . . . mare. ..

Create ¥ Generate Test Event. . . || Global Settings. .. | Delete

Create E-mail Notification  lification Method Events to Receive Status

Create SysLog Motification

Create E-mail Notification
Advanced Settings

Include the event log contents in the e-mail

body

Create E-mail Notification

6 IMM2 133
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Create E-Mail Notification

Use this dialog to configure specified E-mail recipients to receive Critical, Attention or System notifications
Note: To enable an E-mail recipient, you need to go to the{SMTP tab on Network Protocalsipage to configure the email server correctly.

Descriptive name:
E-Mail address:
Events to receive:

J Select all events

./ Critical ./ Attention
v Show sub-types

Include the event log contents in the e-mail body
Status:

Enable this recipient

Disable this recipient

+ Advanced Settings

Ok Cancel

./ System

Advanced Settings

Create E-Mail Notification

Use this dialog to configure specified E-mail recipients to receive Critical, Attention or System notifications
Note: To enable an E-mail recipient, you need to go to the SMTP tab on Network Protocols page to configure the email server correctly.

Descriptive name:
E-Mail address:

1

Eventst 2 fe:
. Sele( 5 ents

4 ~ Critical / Attention
» Shi types
5
6
Inclu 7 iventlog contents in the e-mail body
Staws: | &
Epat a enipianl k
Disal recipient
10

~Adve 11 |etlings
Specil 12
Index; -

dex number in the command line interface for this alert recipient

Cancel

~ System

Create Syslog Notification

Create Syslog Notification

Advanced Settings

Create SysLog Notification

Use this dislog to configure specified SysLog server ta receive Critical, Attention or System notifications

| Descriptive name:

Host name or IP address of the SysLog collector: = Port:

Events to receive:
/|Select all events

./ Critical ./ Attention
» Show sub-types

Status:
Enable this recipient
Disable this recipient

» Advanced Settings

oK || cancel

_/ System

Advanced Settings

Ip



Create SysLog Notification

Use this dialog to configure specified SysLog server to receive Critical, Atiention or System notifications.

Descriptive name:

Hostna 1 [P address of the SysLog collector: Port:
2
3
Eventst 4 e
_ Sele ents
5
Critical Attention System
» shi B lypes 4 '/ A5y
7
Staws: | 8
JEnat g fecipient
Disal ecipient
10
» Advi l'{’_“] ettings
Speci 12 Yex number in the cammand line interface for this alert recipient
Indexi 1|+
OK || cancel |

Generate Test Event...
OK

Generate Test Event

IBM Integrated Management Module I USERID  Settings | Log

fame. Notiication e Status

Targst E-Uail Enabled

Generate Test Event x

@ This will generate a test event and will be broadcast to the recipient 'Target User' indicating that it is just a test. Do you wish to proceed?

Cancel |

Global Settings...

Retry limit

IMM2
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W =~ O W e W KN =

Ewvent Notification Global Settings

These settings will apply to all event notifications.

Retry limit:
=k

o] between entries (minutes):

between attempts (minutes):

Cancel

Delay between entries (minutes)

Event Notification Global Settings

These settings will apply to all event notifications.

Retry limit:
a3

Delay between entries (minutes):
0.5 |»

Delay between attempts (minutes)




Event MNotification Global Settings

These settings will apply to all event notifications.

Retry limit:
5| w

Delay between entries (minutes):
0.5 =

DeIaT between attempts (minutes):
0.5 =

0
0.5
B

ancel |

1.5
2
2:5
3
B
4

Delete

Confirm Event Notification Deletion

IBM Integrated Management Module I

MName Motification Method Events to Receiv
Email Subject E-Mail Maone
Email2 Subject E-Mail Mone

i

Status
Enabled

Enabled

Confirm Event MNotification Deletion

| cancel |

@ Do you want to delete the notification 'Email Subject' ?

IMM2
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Service and Support Download Service Data
IBM

Service and Support

System Status Events - | Service and Support ~ | Server Management -  IMM Management -

Problems Problems addressed by IBM Support, if you
have enabled service and support to report

System X3550 M4 problems,

Test SeNer Rename. . . Settings Configure your system to monitor and report
service events

Host Name: HGSt—Name Download Service Data Obtain & compressed file of relevant service

data
The Systermn Status and Health page plovioes o ace-gmnce overview O OTe UperaOny Statas T e Server oo )

Download Now

Download Service Data

IBM Integrated Management Module Il

Systermn Status Events »  Service and Support »  Server Management = IMM Management

Download Service Data
Allows you to manually obtain the service data for your system. Normally you would only do this at the request of IBM Support
personnel.

| Download How || Send Service Information |

Progress

IBM Integrated Management Module Il

Do Send Service Information
Progress X
(L
Generating Service Data. This may take several minutes. Please wait. . .

138 |



IBM Integrated Management Module 11

B System Status  Events »  Service and Support  Server Management  IMM Management

Download Service Data

Allows you to manually obtain the service data for your system. Mormally you would only do this at the request of IBM Support personnel.
Download Now || Send Service Infor @]

Opening 7914A2ZA ObKNKLI_ imm2 20130206 104046 [}

You have chosen to open

] 7914A2A_06KNKL9 imm2_20130206_104046.tgz

which is a: Gzip archive (1.0 MB)
from: https://9.186.166.78

What should Firefox do with this file?
) Open with | Archive Manager (default) o}
@ Save File

[l Do this automatically for files like this from now on.

cancel || oK
Latest OS Failure Screen
IMM?2
IMM2 Advanced
IMM2
* Server Management Latest OS Failure Screen
* System Status Latest OS Failure Screen
System Status Latest OS Fail-

ure Screen
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Server Management

IBM Flex System
ing Devices Power Modules

Policies

IBM Flex System

Power Management

(CMM) Cool-

Policies

Server Management

Active Energy Manager



Policies

Server Power Management

Manage power related policies and hardware

Power Modules = Power Allocation | Power History

Power Policies

| Redundant with Throttling

Set pobces for how or f you wish to protect your system in the case of potential power module falure.

Current Policy: Power Module Redundancy with Throttling Allowed | Change

* Power Limiting/Capping Policy
y
Set pohicies for how or f you wish 1o imit the total amount of power that the system overall is aliowed to consume.

Current Policy: No Power Limiting Change

Power Policies

Redundant with Throttling Change

Power Policies

Redundant without Throttling

Redundant with Throttling

Non-Redundant

Redundant with Throttling Change

Power Policies

Power Maximum
Supply Power Limit =™ a't‘ed
Failure Limit' (Watts) sage
Redundant without Throttling
System will be allowed to boot only if it is guaranteed to survive the loss of a power supply and continue ¥ 550 100%
10 run without throttiing
Redundant with Throttling
System will be allowed 1o boot only il it is guaranteed to survive the loss of a pntgl supply, though & may 1 660 83%

need to throttle to continue running.

Non-Redundant
System will be allowed to boot provided that # is guaranteed to stay up and running without throtting and
both power supplies operational. The system will throttle if a power supply fails in an attempt to stay up
and running, but there is no guarantee,

1045 52%

! This is the maximum number of power supplies that can fail while stil guaranteeing the operation of the selected policy.
' The estimated usage is based on the maximum power limit aliowed in this policy and the current aggregated power in use of all components in the chassis.

Ok | [ Cancel

6 IMM2
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Active Energy Manager

Power Policies Power Limiting/Capping Policy
Change

Change Power Capping Policy Power Capping

€ [1MM2-6cacb4b4764] - 1M Integrated Management Module - Internet Explorer

N 15
&~ [2 @ msssmsi e O] S cmmeenn | [ Y
|2} STGC XB/STeXB -5 Rationel.. | & 15M Conaurrent Compatbity a.. | (= M2 scaesbanazd] - .. x ||
IBM Integrated Management Module Il USERID  Settings | Logout LB
System Status  Events and Support er Management ~ MM Management »

Power Supply Redundancy

Change Power Capping Policy.

o Rchndancy Disaied. T

No Power Limiting
“The maximum povir imi il be determined by the actve Power Redundancy poiy.
s
Power Limiting/Capping Policy Power Capping
9/Capping ¥ Sets the overal system pover it In @  the component
o fyou i to it he total amd | Would not b permited to pow
cun : No Power Limiting | Change | 116

Watts (Range 116 - 505)

Ok | [ Cancel | [ Refresh |

Policies

/€ [IMM2-6caeBbab476d] - IBM Integrated Management Module - Internet Explorer
o

@ 5. x|
1BM Integrated Management Module I

v [+2] & nitpsi19.39:88.58/desgns/mm/ndex-console.php# 117 0 ~] certiiate eror |
EECS -

B  seemsous eense

usERID
Service and Support +

o
Server Management + MM Management v

Server Power Management

Manage power related policies and hardviare

Policies | Power Modules | Power Allocation || Power History.

Power Policies

‘Power Supply Redundancy

Set plices for how o Ifyou vish  pratectyour ystem n the case of patentia power module falure
Current Policy: Redundancy Disabled | Change

* Power Limiting/Capping Policy
/

ek policies for how o if you wish to it the total amount of power that the system overl s alowed tconsume.
Current Policy: No Power Limiting | Change
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Power Policies

Power Supply Redundancy Change

Fower Folices
- Lopmoa i Feed Feed
[ Power supply configuration: Nominal Ratng Voltage Effectve Ratng ) 5
Bay 1 1400W @ 110Vac = Soow +
Bay 2 1400W @ 220Vac - 14000 +
Bay 3 400w @ 220Vac = 1400w +
Bay 4 1400W @ 110Vac = 00w v
Non-Redundant Available power;: 2122\
umption; . With Ful Throttling With o Throtting
) configuration | 461W 536w
Budget for 3l hot-plig components 596w 672w
o Allow Throtting to keep system within power budget
N+N Redundancy (specify desrad configuration/budget): N+D H+N
1+1 with one 900W power supply per feed 00w 1080w
1+1 with one 1400W pawer supply per faed 1400W 16680W
242 with two 900V power supplies per feed 1710W 2052w
242 with one S00W and 1400V power supply per feed 2160W 2592w
0k || cancel  Refresh

Power Policies

Power supply configuration

Non-Redundant Available power

Maximum power consumption

Allow Throttling to keep system within power budget

N+N Redundancy (specify desired configuration/budget)

Active Energy Manager

Power Policies Power Limiting/Capping Policy
Change
Change Power Capping Policy Power Capping
6 IMM2
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€ [1MM2-6c2e8b41476d] - IBM Integrated Management Module - Internet Explorer

)% [*2] 2 hetpsi//9:39.88.58/designs/mm/index-consoke.php# 117 D] cetbcateeror | [

|1 STGC X6/STGXB - oM Ratonal.. | & 18 Conaurrent Compatbty a.. | (= [2-ecaesbanazea] - 6... % |

IBM Integrated Management Module Il

USERID  Sattings | Log out

System

nd Support ~  Server Management ~ MM Management ~
Server Power Management

Power Policies

Power Supply Redundancy Change Power Capping Policy x

set pol 1 you wish to protect your yst

Redundancy Disabled | Chani

S No Power Limiting
The masmum p actve polcy.
Power Limiting/Capping Policy ‘Power Capping

Sets the overal system p ns
‘Would not be permitted to power on.

. the component

Set pol v if you wish to lim

Current Policy: No Power Limiting s 505

505 watts (Range 116 -505)
A oc

[0k || Cancel || Refresh |

Power Modules

Properties
Events HW Info Errors

Power Modules

Server Power Management

Manage power related policies and hardware

Policies

s| | Power Allocation | Power History

Power Modules

Display power modules in the system with status and power ratings. Clicking on a module displays a Properties pop-up window
with 3 tabs: Events, HW Info, and Errors k

Name -  Stawus Rated Power (Watts)
Power System @Normal NIA
Power 1 @Normal 550
Power 2 E@Normal 550

Power Modules

Server Power Management
Manage power related policies and hardware

Power Modules | Power Allocatian | Power History

| Power Modules

Display power modules in the system with status and power ratings. Clicking on a module displays a Properties pop-up window with
3 tabs: Events, HW Tnfo, and Frrors,

Palicies

Name - Status Rated Power (Watts)
Power System Erormal NiA
Pawer 2 @Normal 800
Pawer 3 ENormal a0
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Power Allocation

€ [1Mm2-6cacsbabazd] -
ey =

1BM Integrated Management Module - Internet Explorer

ttps://9:39.88.58/desgns/mm/index-con:
=

IBM Integrated Management Module II

T

Server Power Management

Manage power related policies and hardware:

Policies | Power Modules | Power Allocatiori

Power Hisory
Power Allocation

Total DC Power Available 1,710 Watts

Total DC Power In Use 94 Watts.

Total Thermal Output 320 BTU/Hour Refresh

Power Supply Utilization Current DC Power Consumption

Remaning: 884

Unused: 7320

cpu: 38w
Memory: 1w
Others: S5W

System Max: 826w

] System Max: masimm amours ha all componerts togther coic

] CPU: curent O pover consumpton of s the CoUs.
The D ensures

4 alocatedand ] Memory: current oC power consumptin o all the s
[7] Remaining: remaining Poner Supply Capacty [] Other Devices: current DC power consumption of the other devices.

] Unused: amoun remaining for addiion! devices.

Power History
tory Chart

1M2-6cacBb4b476d] - IBM Integrated Management Module - Intemnet Explorer

IBM Integrated Management Module Il

(A sysemstaws Events~  Service and Support v

Server Management +  IMM Management «

Server Power Management

Manage power related policies and hardwiare.

Policies | Power Modules | Power Allocation

Power History

Power History.

Chart Table

The chart below showis the DC power consumtion history. You can check the average, maximurm, and rminimum DC power for the system.
Previous hour oc Refresh

17 1909 1922 1924 1927 1929 1932 1994 1997 1999 1942 1944 1047 1949 1952 1954 1957 1950 002 204 2007 09 212 2014

~+-Avg - Max-e-Min
Polling Interval: 5 Data Points

Note: Based on the palling interval and the trend period selected, i the total number of data points returned cannot be clearly displayed due to the width of this chart, some data points may be omitted and the
time periods betuween those displayed may not match the chassis polling interval setting.

Power His-

Scalable Complex

6 IMM2
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Server Management Scalable Complex
Scalable Complex Assigned Nodes Unassigned Nodes
Refresh

Assigned Nodes

Power Actions [ 112

File Edit View History Bookmarks Tools Help
{1 [IMM2-6caeB8b4b48f5] - IB... 3§ | [IMM2-40f2e94d004d] - IB... || {1 [IMM2-6caeB8b4b4335] - IB... 3¢ | [l [IMM2-6cae8b4b43
GO @‘. a2 ~ |B~ Google

IBM Integrated Management Module 11 USERID

System Status  Evenls~  Service and Support~  Server Management = IMM Management -

Scalable Complex

This page allows the user to view and manage scalable complex. Click the “"Refresh” button to get the latest status. Refresn

Assigned Nodes

Assigned nodes are servers that have been logically grouped together into a partition. Servers in partition mode will behave as a
single system. Servers in stand-alone mode will behave as individual systems.

/by Partiioning in this scalable complex has not been specified. Please go to "unassigned nodes” to create partitions.

Power Actions =
Partition / Node Mode Status Processors Memory Primary

No Partitions Present

Unassigned Nodes

To configure a scalable partition, select one or more unassigned nodes in the powered off state and then click on the "Create
Partition” button.

Power Actions = Create Partitior
Node Status Processors Memaory
& System_x3950_x6(Lower Node) ~Powered off 2 Intel XEON 16 GB
System_x3950_X6(Upper Node) Powered off 2 Intel XEON 16 GB

Scalable Complex Unassigned Nodes

. Create Partition
. Node

Confirm to Create Partition
Create Partition Now
Refresh
Power Actions
Partition Actions



File Edit View History Bookmarks Iools Help

{_}[IMM2-6caeBb4b4sfs] - IB... 3

i [IMM2-6cae8b

ffa2/d mm/ind

G @ [a

IBM I rated Management Module 11

nt IMM

nd Support

Google

Pro

S0rs

2 Intel XEON

2 Intel XEON 16 GB

This mplex. Click the "Refresh” button to Refresh
no that ) ) uped to nto a partitio yartition mo )
tel ) tams
1 Partitioning in this e complex h: Confirm to Create Partition =
Power Actions Partition Actions =
The servers in below are selected to create a partition.
Partition / Node
1. System_x3950_X6(Lower Node)
2. System_x3950_X6(Upper Node)
|{Ereate Parffion Now!| | Cancel |
To co ] le partitio tol TrToTeT T T poweTETOTS T TR T T
Partit utte

File Edit View History Bookmarks Tools Help

[IMM2-6cae8b4b48f5] - IB... ﬂ [IMM2-40f2e94d004d] - IB...

[IMM2-6cae8b4b430)

/imm/index-con

Go oé>> e Iﬂ htt
IBM Integrated M

System Status  Events v  Service and Support~  Server Management~ MM Management -

Scalable Complex
This page allows the user to view and manage scalable complex. Click the "Refresh” button to get the latest status. Refresh
Assigned Nodes

Assigned nodes are servers that have been logically grouped together into a partition. Servers in partition mode will behave as a
single system. Servers in stand-alone mode will behave as individual systems.

| Power Actions = | | Partition Actions ~ |

Partition / Node Mode Status, Processars. Memary Primary

Partition 1 Partition

& system_x3950_X6(Lower Node)  Partition Powered off 2 Intel XEON 16 GB b
System_x3950_X6(Upper Node) Partition Powered off 2 Intel XEON 16 GB

Unassigned Nodes
To configure a scalable partition, select one or more unassigned nodes in the powered off state and then click on the "Create
Partition” button.

| Power Actions = | | Create Partiion |
Processors

Node Status Memory

No Nodes Present

Google

USERID

Node Property

6 IMM2
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Fle Edit View History Bookmarks Iools Help

MM2-6cae8b4b4335]-1B... 38 |

MM2-6cae8b4b4309] - IB

MM2-6cae8babasfs] - IB... 3¢ |} IMM2-40f2e94d004d] - IB... 3§ |

&o o @ Ia ~ |8~ Google

1BM Integrated Management Module I1

Setiings | Log out

Node Property

Check the node details in table below. You can also launch server web console to view more.

This pa Property Value
Name & Node String ID System_x3950_X6(Lower Node)
uuID 31323334202020202020202020202020
Node Key D000
Machine Type & Model 3837z
il Serial Number 1234568
[ | IPvd Address 9.37.80.63
IPv6 Address 1e80:42M2:e0fF fedd:4d
‘..p)‘”“ ! " Lanoverusn 169.254.95.118
A Number of Ports. 3
B portType QPl
Port0 Remate Node Key 7D01
Portd Remote Port ID 0
Port 0 Staws. Enabled

Port 1 Remote Node Key —
Port 1 Remaote Port ID —

Port1 Status Disabled
Port 2 Remote Node Key —
Port 2 Remote Port ID —_—
Port 2 Status. Disabled

Scalable Complex Partition Actions
[Ele Edit View History Bookmarks Iools Help

[IMM2-6cae8b4b4335] - IB...

" [IMM2-6cae8b4b48f5] - IB... !U [IMM2-40f2e94d004d] - IB... 3§ |

G <3 & [an

System Status  Events = Service and Support~  Server Management~  IMM Management -

Scalable Complex

This page allows the user to view and manage scalable complex. Click the "Refresh” button to get the |atest status. | Refresh |

Assigned Nodes
Assigned nodes are servers that have been logically grouped together into a partition. Servers in partition mode will behave as a
single system. Servers in stand-alone mode will behave as individual systems

[ Power Actions = | | Pariion Actions + ‘

Activate Stand-alone Mode
./ Partition /N¢ ;. artition Mode 2 Status Processors Memory Primary
./  Partition1 | Remove Partition on
8 gfﬁé&;&’a’s’s’o_xs(Lower Node) ‘ Partition Powered off 2 Intel XEON 16 GB s
Syslem7x39507x5(Upper Node) i Partition Powered off 2 Intel XEON 16 GB

Unassigned Nodes
To configure a scalable partition, select aone or more unassigned nodes in the powered off state and then click on the "Create
Partition” button.

Partition...

" Power Actions =
Node Status Processors Memory

No Nodes Present

Activate Stand-alone Mode

tition Mode Remove Partition

Restore Par-



Fle Edit View History Bookmarks Iools Help
IMM2-6cae8b4b48f5] - IB... 38 IMM2-40f2e94d004d] - IB... 3§

*3» & | @ hitps://a2/desi dex-console 1

M Integrated Management Module Il USERID

System Status  Events v Service and Support v+ Server Management~  IMM Management «

Scalable Complex

This page allows the user to view and manage scalable complex. Click the "Refresh” button to get the latest status, Refresh

Assigned Nodes
Assigned nodes are servers that have been logically grouped together into a partition. Servers in partition mode will behave as a
single system. Servers in stand-alone mode will behave as individual systems.

Power Actions = Partition Actions +

./ Pariition/ Node Mode Status. Processors Memary Primary
./ Partition 1 Stand-alone

| 8 System_x3850_X6(Lower Node) Stand-alone Powered off 2 Intel XEON 16 GB +

] System_x30950_X6(Upper Node)  Stand-alone Powered off 2 Intel XEON 16 GB

Unassigned Nodes
To configure a scalable partition, select one or mare unassigned nodes in the powered off state and then click on the "Create

Partition™ button.

Power Actions = Create Partition.
Node Status Processors Memory

No Nodes Present

Remove Partition

File Edit View History Bookmarks 1ools Help
IMM2-6cae8bab48fs5] - IB... & | [ [IMM2-40f2e94d004d] - IB...

5 »@‘u th a2/desic dex-console 1

gement Module Il USERID

IBM Integrated M

System Status  Events ~  Service and Support +  Server Management~  IMM Management ~

Scalahle Complex

This page allows the user to view and manage scalable complex. Click the "Refresh” button to get the latest status. Refresh

Assigned Nodes
Assigned nodes are servers that have been logically grouped together into a partition. Servers in partition mode will behave as a
single system. Servers in stand-alone mode will behave as individual systems.

Power Actions = Partition Actions =

Activate Stand-alone Mode
-4 Partition /Ng Restore Partition Mode 2 Status Processors Memaory Primary
./  Partition 1 | Remove Partition 1-alone
E & System_x3950_X6{Lower Node) ~ Stand-alone Powered off 2 Intel XEON 16 GB s
Powered off 2 Intel XEON 16 GB

E System_x3850 X6(UpperNode)  Stand-alone

Unassigned Nodes
To configure a scalable partition, select one or mare unassigned nodes in the powered off state and then click on the "Create

Partition” button
Power Actions = Create Partition

Node Status Processors Memory

No Nodes Present

IMM2
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Falled 10 Do Panition Action x
0 Falled 0 o partition acton becauss some partiions you selected are in powsar an staba.

To take aury partition actions, the partifion must be in posemnd off stabes

Closa |

IMM2

Faled i Group Paition

0 Selectod nendela) CRINGCL be Grou s ke pamiton bechss: |
|

|

Fallad 1o pertan this acliod BeCAUISS M8 WAS & MISMAICT hetwean Timale varsions Amang nodes wimin 1he compke, SLGSsT o ipddans IRN

|
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Server Management Local Storage System Status and
Health Hardware Health Local Storage
Local Storage
Local Storage Physical Resource
RAID
Refresh
Physical Resource RAID
RAID “None-manageable drives to IMM”
Name

II



IBM Integrated Management Module Il

@ System Status Events »  Service and Support +  Server Management=  IMM Management =

Local Storage

Display storage devices physical stnucture and storage configuration. You can refresh o get latest status

Refresh

Storage RAID Configuration

Click on a device to see active events and properties.

RAID Controllers and Physical Drives

Name Heaith Status Capacity Serial No
ServeRAID M1210e(PCI Slot 0) 3B6015
Drive 3 &4 Normal 465.762GB OXF2IL2T1018BDZE
MNon-manageable drives to IMM
Drive 0 &3 normal
Flash DIMMs
Name a  Heaith Status Capacity

Mo FiashDIMM Is instalied in the system or FashDIMM information 1s not retreved at this tme

RAID

Hardware Information
* RAID Card Summary
e Asset Summary

* Cache Model

* PCI

e Battery Backup

Properles for SeneRAID M5110(PCI Slot 0)

Firmwiare Port Detalls

» RAID Card Summarny

Product Mame ServeRAID M5110e
Port Number 8

Firmware Package Version 23.220-0018
Banery Backup Not Installed

+ Asset Summary

Manufacture

uuiD 500507&040808848
Machine Type

Machine Model

Serial No., 23V04K

FRU Mo,

PartNo

+ Cache Model
Cache Model Memary Size 36EMB
= PCI

il

Firmware RAID

IMM2
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Properies for ServeRAID M5110e(PCI Slot 0)

Hardweare Informalion | Firmware | Porl Delails

» BIOS Firmware
~+ NVDT Firmware

Firmweare Name NVDT =
Description

Manufacture

Version 21312.03-0126

Release Date Oct 31 2013

~ BCON Firmware

Firmwaie Name BCOM
Description

Manufacture

‘Version 6.1-71-e_T1-Rel
Release Date Oct 26 2013

» PCLIFlirmware

Firm |w.an.z MName PCLI 'r;.l
Close |
Port Details RAID
Properties for ServeRAID M5110e(PCl Slot 0)
Hardware Infarmation Frmware
Total port number: 8
Part Ma. Port Address
a S00000EDLAACEBEBSZ
1 S000C5006810FE3D
2 S00000ELLGR1ARSZ
3 S00000EL1LGR1A4T2
4 S000C50017451301
5 4433221103000000
G 4433221106000000
T 0000000000000000
| Close |
RAID Properties

Events Hardware Information Firmware
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Physical Resource

RAID

“Non-manageable drives to IMM”

Hardware Information

Properties for Drive 1

Events  Hardware Information.  Firmware

« Drive Summary

Product Name

State

SlotNo.

Disk Type

Media Type

Speed

Current Temperature

+ Asset Summary

Manufacture
Device ID
Enclosure ID
Machine Type
Machine Model
Senal Mo.
FRU No.

Part No.

| Close |

5T97345255
Online

1

SAS

HDD
6.0Ghis

0" C

IBM-ESXS
5
0x00FC

3TAOMTTY
42C0261
43X0847

6 IMM2

Firmware
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2ropertles ror Drive L

Events Hzrdware Information | Firmware

* Dirive Firmware

Flrmrware Mame Jrive
Description

Marufacre

Wersion 3624

Release Date

| Close

Storage RAID Configuration

Local Storage Storage Raid Configuration IMM?2
RAID
Refresh
View Logical Drives by Storage Pools RAID
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IBM Integrated Management Module Il

[Z  SysemStats Events~ Serviceand Support~  Server Management~  IMM Management -

Local Storage

Display storage devices physical struciure and storage configuration, You can refresh to get lalest status

Refresh

Physical Resource

Display the storage that manageable by IMM2. You can view storage pools, associated volumes and drives.
View Logical Drives by Storage Pools| View Physical Drives by Storage Pools

Mame RAID State Capacity details
ServeRAID M5110e(PCI Slot0)
Storage Pool 0 RAID 1 G7.055GB{0.055GE tree) 1 Volume(s)
Valume 0 Optimal 67.000GB Bootable, Strip Size 128KB
Storage Pool 1 RAID1 67.055GE(61.000GB free) 1 Volume(s)
vD_1 Optimal 6.055G8 o Sotilia. cHR s

View Physical drives by Storage Pools
RAID
RAID

Local Storage

Display storage devices physical structure and storage configuration. You can refresh to get latest status.

Refresh

Physical Resource = Storage RAID Configuration

Display the storage that manageable by IMM2, You can view storage pools, associated volumes and drives,
View Logical Drives by Storage Pools | Miew Physical Drives by Storage Pools

Name RAID State Capacity details
ServeRAID M5110e(PCl Slot 0)
Storage Pool 0 RAID 1 67.055GB(0.055GB free) 2 Drive(s)
Drive 0 Onling 68.366GE SAS, HDD
Drive 1 Online 68.366GB SAS, HDD
Storage Pool 1 RAID 1 67.055GB{61.000GE free) 2 Drive(s)
Drive 2 Online 68.366GE SAS, HDD
Drive 4 Online 68 366GB SAS, HDD
Non-RAID Drives 3 Drive(s)
Drive 3 Uniconfigured Good 232 8BEGB SATA, HDD
Drive 5 Hot Spare 279.397GB SAS, HDD
Drive 6 Unconfigured Good 232 BBGGB SATA, HDD
Server Management Adapters
PCle
. Adapters
. Adapters Server Management
Adapters
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IBM Integrated Management Module Il USERID

System Stalus  Events =  Service and Support=  Server Management~  IMM Management =

Adapters

Display Adapters information. Click the link of each device to view more details. I you remave of replace adapters, the server
needs to be powered on at least once after the removalreplacement to show the correct adapters information.

Slot No. Device Name Device Type Card Interface
OnBoard Adapter 06:00:00 SAS Gnboard
OnBoard 3 Eﬂl\g;\;x System 2-port 10Gb LOM Virtual Fabric BT
L..IBM Flex System 2-port 10Gb LOM Virtual Fabi
Auapmogzofcem B AT eemet
L...IBM Flex S 2-port 10Gh LOM Virtual Fab
Map‘emg%oy‘]s{em port irtual Fabric Ethemet
OnBoard Adapter 04:00:00 GPU ‘Cnboard
2 Adapter 16:00:00 Unknown
..Function 16:00:00 Ethernet
....Function 16:00:00 Ethernet
Properties
Properties for IBM Flex System 2-port 10Gb LOM Virtual Fabric Adapter x
Firmware | Port Details
~ IBM Flex System 2-port 10Gb LOM Virtual Fabric Adapter 0C:00:00
- Metwork Adapter Summary
Product Name IEM Flex System 2-port 10Gbh LOM Virtual Fabric Adapter 0C:00:00
Card Interface Onboard
Slot No. OnBoard
Physical Port Number T
Max Logical Port Number 4
- Asset Summary
uuip 000000000000000000006CAEBEB2C1668
Manufacturer IEM
Serial No 13212CTOSK
Part No. OCI11102-F-X
Made! OCI11102-F-X
FRU No. N/A
FoD UID BNFZGMG2ZNJIYK1IMEGAHHASAEGZOHKMHDV
Max Data Width 8
Package Type Onboard
e &2
[ Close
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7 Features on Demand

IMM?2 Features on Demand (FoD)

IMM2

FoD

IMM2

IMM2

IMM2 FoD

Features on Demand User’s Guide |nttp://www.ibm.com/systems/|

IBM Integrated Management Module Standard Upgrade

IMM2 Basic

IBM Integrated Management Module Advanced Upgrade

FoD IBM http:/
[www.ibm.com/systems/x/fod/|
IMM2 Web IMM?2 (CLD) FoD
* FoD IMM2
. FoD
I | | | [_t16t
| IMM2 Web FoD 198
keycfg | IMM2 CLI FoD
FoD
FoD
1. IMM2 [ 9 IMM2 |
2. IMM2 Web IMM Management Activa-
tion Key Management
© Copyright IBM Corp. 2014 157
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USERID Settings | Log out

fnagement ~ | IMM Management =

; Warious properties and settings related to the
IMM Properties iy
Create and medify user accounts and
prafiles that will have ac ta the IMN

Users

0pe| Network by the IMM

Caonfigure security protocols such as SSL and

SSH

Security

w & summary of the current configuration

IMM Configuration settings.

Restart the IMM. Typically anly
Restart IMM experiencing problems with the [MMN
Sets all current configuration settings back to

N Reset IMM to factory defaults. . . default values

Metwaork settings such as SMMP and LDAP used

Add and remove activation keys for additional

Activation Key Mananﬁm functionality

ins are co-located o

Activation Key Management Add...

IBM Integrated Management Module I

Activation Key Management

Add, remove and export activation keys for additional functionality.
Add. . || Delete || Export

Izl System Status  Events =  Senvice and Support+  Senver

| _____ Descriptor Type +  Feature Description
Add Activation Key Select File...
Open

Add Activation Key
Cancel

File Upload
Cancel
OK



Add Activation kKey

Select the file that contains your activation key information

| Selact File. %J

Ok | Cancel l

Success

SuCCesSS X

E SLuCcCess

[ Close ]

Error

° Error Code: The License key format is invalid

| Close ]

. FoD

Error

° Error Code: Invalid Machine Type in License key

| Close |

OK Success

Activation Key Management

7 Features on Demand
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Activation Key Management

Add Delete || Export

| Descriptor Type ~ | Feature Description

Upgrade

Add, remove and export activation keys for additional functionality.

IBM Integrated Management Module Advanced

Unique IDs

791406KNKLY

Constraints

No Constraints

160

FoD

FoD
1. IMM2

2. IMM2 Web
tion Key Management

[ 9

IMM2 |

IMM Management

USERID Settings

| Log out

Activa-

hnagement »

IMM Properties
Users
Ope  Network
Security
IMM Configuration

Restart IMM

IMM Management -

N Reset IMM to factory defaults. . .

Various properties and settings related to the

IMR

nts and
e NN

eate and maodify
that will ha

Metwork settings such as SNMP and LDAP used
by the IMM

Caonfigure security protocols such as SSL and

SSH

View & summary of the current configuration
settings.

Restart the IMM.

eXpenencing pr

ly only needed when

i)
with the [MM

Sets all current configuration settings back to

default values

Ins are co-located o

Activation Key Managﬁnt

Add and remaove activation keys for additional
functionality

3. Activation Key Management

Delete

Add. . De[riL‘e Export

Activation Key Management

Add, remove and export activation keys for additional functionality.

Descriptor Type «  Feature Description Unique IDs
g : IBM Integrated Management Module Advanced
H 1 Upgrade T91406KNKLI
4. Confirm Activation Key Deletion OK

Cancel

II



Confirm Activation Key Deletion

Advanced Upgrade' ?

{OKi | Cancel

Do you want to remove the activation key 'IBM Integrated Management Module

Activation Key Management

IBM Integrated Management Module I

System Status  Events -

Activation Key Management

Service and Support ~  Serve

Add, remove and export activation keys for additional functionality.

Add. .. || Delete || Export
_ Descriptar Type «  Feature Description
FoD
FoD
IMM2 [ 9 IMM2_|
IMM2 Web IMM Management Activa-

tion Key Management
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II

USERID Settings | Log out

fnagement ~ | IMM Management =

; Warious properties and settings related to the
IMM Properties iy
Create and medify user accounts and
prafiles that will have ac ta the IMN

Users

Metwaork settings such as SMMP and LDAP used

by the IMM ns are co-located o

0pe| Network

Caonfigure security protocols such as SSL and

Security SSH

w & summary of the current configuration

settings.

IMM Configuration

Restart the IMM. Typically anly
Restart IMM experiencing problems with the [MMN
Sets all current configuration settings back to

N Reset IMM to factory defaults. . . default values

Add and remove activation keys for additional

Activation Key Mananﬁm functionality

Activation Key Management

Export
Activation Key Management
Add, remove and export activation keys for additional functionality.
Add. .. | [} || Exppd
Descriptor Type «  Feature Description Unigue IDs.
IEM Integrated Management Module Advanced
: 1 Upgrads T91406KNKLS
Confirm Activation Key Export OK
Cancel

Confirm Activation Key Export

Do you want to export the activation key 'I'_EM Integrated Management Module
Advanced Upgrade'?




IMM2 (CLI) IMM2 Web Web
Telnet SSH CLI IMM2
CLI
IPMI IMM2
IMM2 User ID 1 USERID PASSWORD
(0] Supervisor

IBM Flex System IBM Flex System Chassis Management Mod-

ule (CMM) IMM2 (IPMI)
IPMI IMM2 CMM IPMI CMM
USERID/PASSWORD
IMM2 IPMI
CLI IPMI 2.0 IPMItool
IPMItool
| IPMItool |

Serial over LAN

IPMlItool Serial over LAN (SOL)
IPMItool | IPMItool |
IPMitool
IPMItool IPMI
IPMItool IMM2
[PMItool IPMItool [http://sourceforge.net/]
CLI IMM2 TP Telnet SSH 164
serial-to-Telnet SSH

© Copyright IBM Corp. 2014
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http://sourceforge.net/

1. IMM2

2.
3. IMM2
system>
exit
serial-to-Telnet SSH
Serial-to-Telnet SSH IMM2

Telnet SSH
1. IMM2 Telnet Telnet
2. CLI console 1 COM
telnet 192.168.70.125 (Press Enter.)
Connecting to 192.168.70.125...
username: USERID (Press Enter.)
password: xxxxx%*x (Press Enter.)
system> console 1 (Press Enter.)

COM2 Telnet Telnet SSH
COM2
ESC (
CLI Esc

CLI IMM2 CLI
system>

164

II

command [arguments] [-options]

y ¢)

ifconfig ethd -i 192.168.70.34 -g 192.168.70.29 -s 255.255.255.0



ifconfig eth0

CLI

Telnet SSH
Telnet

Telnet

160

system> history

0
1
2
3
a4

ifconfig ethO
readlog
readlog
readlog
history

system> 10
-state enabled

-C
-i
-9
=S
-n
-r
-d
-m
-b
-1

dthens
192.168.70.125
0.0.0.0
255.255.255.0
IMM2A00096BIEOO3A
auto

auto

1500
00:09:6B:9E:00:3A
00:00:00:00:00:00

system>

CLI 2 KB

flashing

system> power on

ok

system> power state
Power: On

State: System power off/State unknown

system>

ifconfig eth® -i 192.168.70.133

-h  -help ?

CLI

Backspace

history

Telnet

2048

ifconfig eth0 -1192.168.70.133
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II

system> power -h

system> power -help

system> power ?

help ?

system> help

system> ?
. IBM Flex System CMM IMM2

IMM2 CLI

«| 185 accseccfg |
| 169 adapter [
«| 186 alertcfg |
« | 229 alertentries |
«| 187 asu [
o | 234 autoftp |
«| 190 autopromo |
« | 190 backup |
« | 231 batch |
«| 235 chconfig [
« | 236 chlog [
« | 236 chmanual |
| 232 clearcfg |
«| 170 clearlog |
o | 232 clock |
o | 184 console |
. | 191 cryptomode |
| 192 dhcpinfo |
«| 193 dns |
| 194 ethtousb |
o | 237 events [
«| 168 exit [
«| 170 fans [
| 171 ffdc |
«| 180 fuelg [
«| 195 gprofile |
«| 168 help |
«| 168 history [
«| 233 identify |
« | 196 ifconfig |




[ 233 info |

[ 198 keycfg |

[ 199 ldap |

[ 172 led |

[ 200 ntp |

[ 201 passwordcfg |
[ 202 ports |

[ 203 portcfg |

[ 203 portcontrol |
[ 181 power |

[ 183 pxeboot |

[ 173 readlog |

[ 183 reset [

[ 233 resetsp [

[ 204 restore |

[ 204 restoredefaults |
[ 205 scale |

[ 237 sdemail [

[ 213 set |

[ 214 smtp |

[ 214 snmp |

[ 216 snmpalerts |
| 234 spreset |

[ 218 srcfg |

[ 218 sshcfg |

[ 219 ssl |

[ 220 sslcfg |

[ 174 storage |

[ 178 syshealth |
[ 222 telnetcfg [

[ 178 temps [

[ 223 thermal |

[ 224 timeouts |

[ 223 tls [

[ 224 usbeth [

[ 225 users |

[ 179 volts |

[ 179 vpd [
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S T

* | history |

exit

exit
help

help

?

history

history

system> history

0
1
2
3
4

ifconfig eth0
readlog
readlog
readlog
history

system> ifconfig eth0
-state enabled

CLI

168

II

-c dthens

-1 192.168.70.125

-g 0.0.0.0

-s 255.255.255.0

-n IMM2A00096BIEOO3A

-r auto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A

-1 00:00:00:00:00:00

system>

«| 170 clearlog |
«| 170 fans

o | 171 ffdc

| 172 led

| 173 readlog |
. | 174 storage |
o | 178 syshealth |
«| 178 temps




«| 179 volts |
| 179 vpd [
adapter
adapter PCle IMM2 PCle
InfiniBand (GPU)
-list PCle
-show target_id PClIe target_id [infolfirmwarelports\chips]

* info

e firmware

e ports

* chips GPU

-h

adapter [options]

option:
-Tist

-show target_id [info|firmware|ports|chips]

-h help

system> adapter
-Tist

ob-1 IBM Flex System CN4054 10Gbps Virtual Fabric Adapter
ob-2 GPU Card 1

slot-1 Raid Controller 1
slot-2  Adapter 01:02:03

system> adapter
—show ob-1 info

Product Name: IBM Flex System CN4054 10Gbps Virtual Fabric Adapter

Card Interface:
Function Count:

Function Name: xxx Emulx xx componentl

Segment Number:

PCIe x 16
2

2348

Bus Number: 23949
Device Number: 1334

Function Number
Vendor Id: 12
Device Id: 33
Revision Id: 1
Class Code: 2
Sub Vendor: 334
Sub Device: 223

. 21

STot Description: a slot
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STot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade STot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x

Package Type: dici
Function Name: xxx nVidia xx component2
Segment Number: 2348
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

STot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade STot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x
Package Type: dici

clearlog
clearlog IMM2

fans
fans

system> fans
fanl 75%
fan2 80%
fan3 90%
system>
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ffdc

ffdc IBM
ffdc
* generate
* status
° copy
* delete
-t 1 4 1
! sftp sftp “ro~/
/tmp/
-ip ! tftp/sftp
-pn ! tftp/sftp 69/22
-u! sftp
pw ! sftp
1. generate  copy

ffdc [options]
option:
-t 1 4
-f
-ip ip_address
-pn port_number
-u username
-pw password

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -t 1 -ip 192.168.70.230 -u User2 -pw PasswOrd -f /tmp/
Waiting for ffdc.....

Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed
8737AC1_DSY0123_imm2_120317-153327.tgz

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -ip 192.168.70.230
Copying ffdc...

ok
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II

system> ffdc status

Type 1 ffdc: completed
8737AC1_DSY0123_imm2_120926-105320.tgz
system>

led

. led
* led -d led -identify on
-1
-chklog off
-identify off on blink
-d
led [options]
option:

-1

-chklog off

-identify state

-d time
system> led
Fault off
Identify On Blue
Chklog off
Power off
system> led -1
Label Location State Color
Battery Planar off
BMC Heartbeat PTlanar Blink Green
BRD Lightpath Card off
Channel A PTlanar off
Channel B PTanar off
Channel C PTanar off
Channel D PTanar off
Channel E PTanar off
Chk1og Front Panel off
CNFG Lightpath Card off
CPU Lightpath Card off
CPU 1 PTanar off
CPU 2 PTanar off
DASD Lightpath Card off
DIMM Lightpath Card off
DIMM 1 PTlanar off
DIMM 10 PTlanar off
DIMM 11 PTlanar off
DIMM 12 PTanar off




DIMM 13 Planar
DIMM 14 PTanar
DIMM 15 Planar
DIMM 16 PTanar
DIMM 2 Planar
DIMM 3 PTanar
DIMM 4 PTanar
DIMM 5 Planar
DIMM 6 PTanar
DIMM 7 Planar
DIMM 8 PTanar
DIMM 9 Planar
FAN Lightpath Card
FAN 1 PTanar
FAN 2 PTanar
FAN 3 PTanar
Fault Front Panel (+)
Identify Front Panel (+)
LINK Lightpath Card
LOG Lightpath Card
NMI Lightpath Card
OVER SPEC Lightpath Card
PCI 1 FRU
PCI 2 FRU
PCI 3 FRU
PCI 4 FRU
PTanar PTanar
Power Front Panel (+)
PS Lightpath Card
RAID Lightpath Card
Riser 1 Planar
Riser 2 PTanar
SAS ERR FRU
SAS MISSING Planar
SP Lightpath Card
TEMP Lightpath Card
VRM Lightpath Card
system>
readlog
readlog IMM2
readlog 5
readlog -a
readlog -f

readlog -date date

)

readlog -sev severity

)

readlog -i ip_address
IPv6 IP -i -l

readlog -l filename

readlog -pn port_number

69/22

mm/dd/yy

off
off
Off
off
Off
off
off
off
off
Off
off
Off
off
off
off
off
off
On

Off
off
off
off
off
Off
off
Off
off
off
off
off
Off
off
Off
off
off
Off
off

E

TFTP

W

TFTP

SFTP

Blue

SFTP

1Pv4
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readlog -u username

readlog -pw password

readlog [options]
option:
-a
-f
-date date
-sev severity
-i ip_address
-1 filename
-pn port_number
-u username
-pw password

system> readlog -f

SFTP
SFTP

1 I SERVPROC 12/18/03 10:18:58 Remote Login Successful.
Login ID:''USERID' CLI authenticated from 192.168.70.231 (Telnet).'

2 1 SERVPROC 12/18/03

10:

Login ID: ''USERID' from

3 E SERVPROC 12/18/03
4 E SERVPROC 12/18/03
5 E SERVPROC 12/18/03
system> readlog

6 E SERVPROC 12/18/03
7 E SERVPROC 12/18/03
8 1 SERVPROC 12/18/03
9 I SERVPROC 12/18/03

10:
10:
10:

10:
10:
10:
10:

12:22

Remote Login successful.

web browser at IP@=192.168.70.231"

10:37

09:24

Failure reading I2C device.

Environmental monitor not responding.

Failure reading I2C device.

Fan 2 Fault. Multiple fan failures
Fan 1 Fault. Single fan failure

Ethernet[0] Link Established at 100Mb, Full Duplex.

Ethernet[0] configured to do Auto Sp

10 I SERVPROC 12/18/03 10:09:24 Ethernet[0] MAC Address currently
being used: 0x00-09-6B-CA-0C-80

system>

storage

II

storage

IMM2

eed/Auto Duplex.

-list

IMM2 controllerslpoolslvolumes\drives

target

e controllers
1
* pools

* volumes

* drives

RAID

RAID

RAID

RAID




-list -target target_id target_id IMM2 | poolslvolumes\drives ctrl[x]pool[x]
target target_id
e pools ctrl[x] target_id
RAID !
* volumes ctri[x]Ipool[x]
target_id RAID
1
e drives ctrl[x]\pool[x] target_id
RAID
1
-list flashdimms IMM2
DIMM
-list devices IMM2
DIMM
-show rarget_id IMM2 target_id
ctrl[x]Wvol[x]\disk[x]\pool[x]
Iflashdimm(x] 3
-show target_id info IMM2 target_id
ctrl[x]vol[x]\disk[x]\pool[x]
\flashdimm[x] *
-show target_id firmware IMM2 target_id
ctrl[x]\disk[x]\flashdimm/[x] 2
-help
1 IMM2 RAID
2. DIMM
3.
storage [options]
option:
-list controllers|pools|volumes|drives
-list pools -target ctri[x]
-list volumes -target ctrl[x]|pool[x]
-list drives -target ctrl[x]|pool[x]
-list devices
-1ist flashdimms
-show target_id
-show {ctri[x]|pool[x]|disk[x]|vol[x]|flashdimm[x]} info
-show {ctri[x]|disk[x]|flashdimm[x]} firmware
-h help
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system> storage
-Tist controllers

ctr1[0] ServerRAID M5110e(S1ot No.
ctri[1] ServerRAID M5110f(STot No.

system>

system> storage

-Tist pools

pool1[0-0] Storage Pool 0
pool[0-1] Storage Pool 1
system>

system> storage
-Tist drives
disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2
system>

system> storage

-Tist volumes

system>storage -1list volumes
vol[0-0] Volume 0
vol[0-1] Volume 1
Vo1[0-2] Volume 2

system>

system> storage

-list drives -target ctrl1[0]
disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2
system>

system> storage

-list drives -target pool[0-0]
disk[0-0] Drive 0

disk[0-1] Drive 1

system>

system> storage

-list pools -target ctr1[0]
pool1[0-0] Storage Pool 0
system>

system> storage

-list volumes -target ctrl1[0]
vo1[0-0] Volume 0

vol[0-1] Volume 1

system>

system> storage

-list volumes -target pool[0-0]
vo1[0-0] Volume 0

vol[0-1] Volume 1

system>

system> storage

-Tist flashdimms
flashdimm[1] Flash DIMM 1
flashdimm[4] Flash DIMM 4
flashdimm[9] Flash DIMM 9
system>

system> storage

-show ctr1[0] info

Product Name: ServerRAID M5110e
Firmware Package Version: 23.7.0.1.2
Battery Backup: Installed
Manufacture: IBM

UUID: 1234567890123456

0)
1)



Model Type / Model: 1234AHH
Serial No.: 12345678901

FRU No.: 5005076049CC4

Part No.: LSI2004

Cache Model Status: Unknown

Cache Model Memory Size: 300MB
Cache Model Serial No.: PBKUDOXTAOPO4Y

PCI Slot Number: 0

PCI Bus Number: 2

PCI Device Number: 2
PCI Function Number: 10
PCI Device ID: 0x1000

PCI Subsystem Device ID: 0x1413

Ports: 2

Port 1: 12345678901234
Port 2: 12345678901235
Storage Pools: 2
pool1[0-0] Storage Pool 0
pool[0-1] Storage Pool 1
Drives: 3

disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2
system>

system> storage

-show ctr1[0] firmware
Total Firmware number: 2
Name: RAID Firmwarel
Description: RAID Firmware
Manfacture: IBM

Version: 4.01(3)T

Release Date: 01/05/2013
Name: RAID Firmware2
Description: RAID Firmware
system>

system> storage

-show disk[0-0] info
Product Name: ST98394893
State: Online

Slot No.: 0

Disk Type: SATA

Media Type: HHD

Health Status: Normal
Capacity: 100.000GB
Speed: 6.0Gb/s

Current Temperature: 33C
Manufacture: ATA

Device ID: 5

Enclusure ID: 0Ox00FC
Machine Type:

Model:

Serial No.: 9XKJKL

FRU No.:

Part No.:

system>

system> storage

-show disk[0-0] firmware
Total Firmware number: 1
Name: Drive

Description:
Manufacture:

Version: BE24

Release Date:

system>
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system> storage
-show pool[0-0]

RAID State: RAID 0
RAID Capacity: 67.000GB (0.000GB free)
Drives: 2

disk[0-0] Drive 0
disk[0-1] Drive 1
Volumes: 2

vo1[0-0] Volume 0
vol[0-1] Volume 1
system>

system> storage
-show vo1[0-0]
Name: Volume 0
Stripe Size: 64KB
Status: Offline
Capacity: 100.000GB
system>

system> storage

-show flashdimm[15]

Name: CPUl DIMM 15

Health Status: Normal
Operational Status: Online
Capacity(GB): 400GB

Model Type: DDR3

Part Number: 93E40400GGM101PAT
FRU S/N: 44000000

Manuf ID: Diablo Technologies
Temperature: 0C

Warranty Writes: 100%

Write Endurance: 100%

F/W Level: A201.0.0.49152

system>
syshealth
syshealth
IMM2
syshealth [argument]
argument:
summary -display the system health summary

activeevents -display active events

system> syshealth summary
Power On

State 0S booted
Restarts 29

system> syshealth activeevents
No Active Event Available!

teTnlJS
temps Web
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volts

vpd

system> temps

Temperatures are displayed

in degrees Fahrenheit/Celsius

SS

HS

WR W
CPU1  65/18 72/22
CPU2 58/14 72/22
DASD1 66/19 73/23
Amb 59/15 70/21
system>
1
WR
\W%
T
SS
HS
2.
volts
system> volts
HSL  SSL WL

Web

5v 5.02 4.00 4.15 4.50 4.60 5.25 5.50 5.75
3.35 2.80 2.95 3.05 3.10 3.50 3.65 3.70

3.3v

12v. 12.25 11.10 11.30 11.50 11.85 12.15 12.25 12.40 12.65
-bv -5.10 -5.85 -5.65 -5.40 -5.20 -4.85 -4.65 -4.40 -4.20
-3.3v -3.35 -4.10 -3.95 -3.65 -3.50 -3.10 -2.95 -2.80 -2.70

VRM1
VRM2
system>

HSL
SSL
WL
WRL

WRH
WH
SSH
HSH

vpd

Dynamic System Analysis Preboot (dsa)
Web

3.45
5.45

(sys) IMM2 (imm)
(ftw)

BIOS (uefi)
(comp)
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vpd [argument]
argument:

sys

imm

uefi

dsa

fw

comp

system> vpd dsa

Type Version Build ReleaseDate
DSA 9.25 DSYTA5A  2012/07/31
system>

S T

«| 181 power |
«| 183 pxeboot |
«| 183 reset [
fuelg
fuelg
fuelg
-pme on off
-pcapmode ac dc
-pcap
fuelg
-pm
-mpc
-at on off
-r on off
-nn N+N
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fuelg [options]

option:
-pme on|off
-pcapmode dc|ac
-pcap
-pm bt|r|rt
-mpc cc|ahp
-at on|off
-r on|off
-nn

system> fuelg
-pme: on
system>

power

power power Remote Server
Power/Restart Access

power
9. Power
power on on off
power off on off
-S
power cycle
-S
power enterS3
S3
S3
power rp alwaysonlalwaysofflrestore
power S3resume S3
S3
power state on off
power on power off power cycle
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-S
power off power
cycle -every
-s
-every power on
power off power cycle
SunIMon|TuelWed|Thul
FrilSatiDaylclear
-t hh:mm
-d mm/dd/yyyy
power on
-d -every
-clear
power on
power on
power off [-s]
power state
power cycle [-s]
power

1:30

system> power off
-every Sun -t 01:30

1:30

system> power cycle
-every Day -t 01:30

1:30

system> power on
-every Mon -t 13:00

2013 12 31 11:30




system> power on
-d 12/31/2013 -t 23

system> power cycle
-every clear

pxeboot

reset

pxeboot

:30

pxeboot

enabled disabled

pxeboot [options]
option:
-en state

system> pxeboot
-en disabled
system>

reset

-S

0 - 120

-nmi

(NMI)

reset [ 1

-s
-d-nmi
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[ console

console
console IMM2

console 1
«| 185 accseccfg |
«| 186 alertcfg |
o | 187 asu |
« | 190 autopromo |
«| 190 backup |
«| 191 cryptomode |
| 192 dhcpinfo |
«| 193 dns |
« | 194 ethtousb |
«| 195 gprofile |
« | 196 ifconfig |
«| 198 keycfg |
| 199 1dap |
« | 200 ntp |
«| 201 passwordcfg |
| 202 ports |
. | 203 portcfg |
«| 203 portcontrol |
o | 204 restore |
« | 204 restoredefaults |
«| 213 set |
o | 214 smtp |
. | 214 snmp |
«| 216 snmpalerts |
«| 218 srcfg |
«| 218 sshefg |
« | 219 ssl |
« | 220 sslcfg |
o | 222 telnetcfg |
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223 thermal

o | 224 timeouts
«| 223 tls [
o | 224 usbeth [
«| 225 users
accseccfg
accseccfg
accseccfg
-legacy
-high
-custom
-am local 1dap localldap Idaplocal
-Ip 01 2 5 10 15 20 30 60 120 180 240
“High Security” 60
“Legacy Security” 2
-pe 0 365
-pr on off
-pc on off
-pd 0 19
-pl 1 20
-ci 0 240
-1f 0 10
-chgdft on off
-chgnew on off
-rc 0 5
-wt Web 1 5 10 15 20 none user
accseccfg [ ]
-legacy
-high
-custom
-am authentication_method
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-1p lockout_period
-pe time_period

-pr state

-pc state

-pd number_characters
-p1 number_characters
-ci minimum_interval
-1f number_failures
-chgdft state
-chgnew state

-rc reuse_cycle

-wt timeout

system> accseccfg
-Tegacy

-am local
-1p 2

-pe 0

-pr off

-pd 1

-pl 4

-ci 0

-1f 0
-chgdft off
-chgnew off
-rc 0

-wt user
system>

alertcfg

alertcfg IMM2

alertcfg

-dr IMM2 0

4.0

0.5

-da IMM2 0

4.0

0.5

IMM2

alertcfg [ ]
options:
-rl retry_limit
-dr retry_delay
-da agent_delay
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asu

system>alertcfg

-dr 1.0
-da 2.5
-r1 5
system>
Advanced Settings Utility UEFI
UEFI
asu
10. ASU
delete setting_instance
iSCSI. AttemptName. 1
help setting
set setting value
UEFI
. /
. =
set B*.Bootorder
"CD/DVD Rom=Hard Disk
0=PXE Network”
showgroups setting
show setting
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10. ASU ()

showvalues setting
< >
. setting value
e Setting set
e Setting (*) @)
e Setting all
asu
. asu asu --help
. asu -v --help
. asu -v set --help
. asu set setting value
° asu show setting
. asu show -1 -b all
. asu showvalues setting

show values

system> asu showvalues S*.POST*
SystemRecovery.POSTWatchdogTimer==<Disable>=Enable
SystemRecovery.POSTWatchdogTimerValue=numeric min=5 max=20 step=1 default=5

system>
b
--help’ --help
asu
--help show
--help® --help
asu
show --help
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1t

1. -v asu

asu [options] command [cmdopts]
options:

-v

--help
cmdopts

--help

asu UEFI
trset tropen
trset trcommit
trrm

UEFI

asu

11.

tropen

tropen id 1d

trset id 1d

trlist id CLI shell 1d

trcommit id 1d

trrm id 1d

UEFI

asu tropen TR1

asu trset TR1 UEFI.BootModes.SystemBootMode "UEFI and Legacy"

asu trset TR1 BootOrder.BootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 BootOrder.WolBootOrder "CD/DVD Rom=Hard Disk ©=PXE Network"
asu trset TR1 UEFI.DevicesandIOPorts.ComlBaudRate 115200

asu trset TR1 UEFI.DevicesandIOPorts.ComlDataBits 8

asu trset TR1 UEFI.DevicesandIOPorts.ComlFlowControl Disable
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asu trset TR1 UEFI.DevicesandIOPorts.ComlParity None
asu trset TR1 UEFI.DevicesandIOPorts.ComlStopBits 1
asu trset TR1 UEFI.DevicesandIOPorts.COMPortl Enable
asu trcommit TR1

autopromo

autopromo IMM2
IMM2

autopromo

-en IMM2 enabled disabled

autopromo [options]
options:
-en enabled/disabled

system>autopromo -en enabled
ok

system>autopromo

-en: enabled

Status: Not Synced

Primary bank version: 4.00
Backup bank version: 2.60

backup
backup
-f
-PP
-ip TFTP/SFTP P IP
-pn TFTP/SFTP 69/22
-u SFTP
-pw SFTP
-fd CLI XML

II




backup [options]
option:
-f filename
-pp password
-ip ip_address
-pn port_number
-u username
-pw password
-fd filename

system> backup —f imm-back.cli —pp xxxxxx —ip 192.168.70.200

ok
system>
cryptomode
cryptomode
-set basic NIST!
-esnmpv3 NIST enable disable
SNMPv3

-h

1. NIST TLS 1.2

cryptomode [options]
options:
-set basic|nist
-esnmpv3 enabled|disabled
-h usage_options

cryptomode basic

system> cryptomode

-set basic

ok

system> cryptomode

Mode Exceptions
Basic Compatibility

system>

cryptomode NIST Strict

system> cryptomode

-set NIST

ok

system> cryptomode

Mode Exceptions
NIST SP 800-131A

system>

cryptomode NIST Strict SNMP
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system> cryptomode
-set NIST -esnmpv3 enabled

ok

system> cryptomode

Mode Exceptions

NIST SP 800-131A allow SNMPv3 accounts
system>

NIST

system> cryptomode

-set NIST

LDAP Server 1 certificate invalid
fail

system>

dhcpinfo

II

dhcpinfo DHCP ethO 1P
DHCP ifconfig DHCP

dhcpinfo eth0

system> dhcpinfo eth@

-server : 192.168.70.29

-n : IMM2A-00096B9EOO3A

=i : 192.168.70.202

-g : 192.168.70.29

-s : 255.255.255.0

-d : linux-sp.raleigh.ibm.com

-dnsl : 192.168.70.29
-dns?2 : 0.0.0.0

system>

-server DHCP

-n

-1 IPv4

£

-S

-d

-dnsl IPv4 DNS Ip

-dns2 IPv4 DNS IP

-dns3 IPv4 DNS 1P




-i6 IPv6
-d6 1IPv6
-dns61 IPv6 DNS 1P
-dns62 IPv6 DNS IP
-dns63 IPv6 DNS 1P
dns
dns IMM2 DNS
IBM Flex System IMM2 DNS DNS CMM
dns DNS
-state DNS on off
-ddns DDNS enabled disabled
-il IPv4 DNS 1P 1P 1P
-2 IPv4 DNS IP 1P 1P
-i3 IPv4 DNS 1P 1P
1P
-i61 IPv6 DNS P IPv6 P
-162 IPv6 DNS IP 1Pv6 1P
-i63 IPv6 DNS 1IPv6 1P
1P
-p IPv4/1Pv6 ipv4 ipv6

dns [options]

option:
-state state
-ddns state
-il first_ipv4_ip_address
-i2 second_ipv4_ip_address
-i3 third_ipv4_ip_address
-i61 first_ipv6_ip_address
-162 second_ipv6_ip_address
-i163 third_ipv6_ip_address
-p priority

DNS IMM2
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system> dns

-state : enabled

-il : 192.168.70.202

-i2 : 192.168.70.208

-i3 : 192.168.70.212

-i61 : fe80::21a:64ff:fee6:4d5

-162 : fe80::21a:64ff:fee6:4d6

-163 : fe80::21a:64ff:feeb:4d7

-ddns : enabled

-ddn : ibm.com

-ddncur : ibm.com

-dnsrc : dhcp

-p : ipvb

system>

-state DNS on off

-1l IPv4 DNS 1P

-2 IPv4 DNS IP

-13 IPv4 DNS 1P

-i61 IPv6 DNS 1P

-162 IPv6 DNS IP

-i63 IPv6 DNS 1P

-ddns DDNS enabled disabled

-dnsrc DDNS dhcp manual

-ddn DDN

-ddncur DDN

-p DNS ipvé ipv6

ethtousb
ethtousb Ethernet - Ethernet over USB
Ethernet-over-USB
ethtousb Ethernet-over-USB

-en Ethernet-over-USB enabled disabled

-mx X ) portl:port2
. X 1 10
. portl
. port2 Ethernet-over-USB
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ethtousb

ethtousb [options]
option:

-en state

-mx port_pair

-rm map_index
system> ethtousb -en enabled -ml 100:200 -m2 101:201
system> ethtousb
-en enabled
-ml 100:200
-m2 101:201
system> ethtousb -rm 1
system>

gprofile
gprofile IMM?2
-clear enabled disabled
-n group_name 63
group_name
-a supervisor operator rbs <role list>:
nsclamlrcalrcvmalpribelcellac

-h

gprofile [I - 16 group _profile _slot_number] [options]

options:

-clear state

-n group_name

-a authority level:
-nsc network and security
-am user account management
-rca remote console access

-rcvma remote console and remote disk access

-pr remote server power/restart access
-bc basic adapter configuration
-cel ability to clear event logs
-ac advanced adapter configuration
-h help
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ifconfig

ifconfig

ifconfig etho

Adapter Networking and Security Configuration

II

IBM Flex System VLAN IBM Flex System (CMM)
IMM2
-b MAC
-state disabled enabled
-Cc dhcp static dthens dthens Web
try dhcp server, if it fails use
static config
-1 1P
-8
-s
-n 63
-r 10 100 auto
-d full half auto
-m MTU 60 1500
-1 LAA MAC
-dn
-auto Data | true false
Rate Duplex
-nic NIC shared dedicated shared_option_l1
MM2
-failover? none shared shared_option_1
-nssync’ enabled disabled
-address_table IPv6
1IPv6
-ipv6 1Pv6 disabled enabled
-lla IMM2
1IPv6
-ipv6static IPv6 disabled enabled




IP

IPv6

1 128

1IPv6

1P

-dhcp6

DHCPv6

enabled disabled

-sab

IPv6

enabled disabled

-vlan

VLAN

enabled disabled

-vlanid

IMM2

1 4094

IMM2

-nssync

shared_option_1 IMM2
-failover IMM?2

IMM2

ifconfig eth0® [options]

-state interface_state

-c config_method

-i static_ipv4_ip_address
-g ipv4_gateway_address
-s subnet_mask
-n hostname

-r data_rate
-d duplex_mode
-m max_transmission_unit

-1 locally_administered MAC
-b burned_in_MAC_address

-dn domain_name

-auto state
-nic state
-failover mode
-nssync state
-address_table
-11a ipv6_link_local_addr
-dhcpb state
-ipv6 state

-ipvbstatic state

-sab state
-i6 static_ipv6_ip_address
-g6 ipv6_gateway address

-p6 length
-vlan state

-vlanid VLAN ID

system> ifconfig eth@
-state enabled

-c dthens
-i 192.168.70.125
-g 0.0.0.0

-s 255.255.255.0
-n IMM2A00096BIEOO3A
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-r auto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A

-1 00:00:00:00:00:00

system> ifconfig ethO -c static -i 192.168.70.133

These configuration changes will become active after the next reset of the IMM2.

system>
keycfg
keycfg IMM?2 Fea-

tures on Demand (FoD)

. keycfg

-add -ip -pn -u -pw -f

-ip TFTP P
TFTP 1P

-pn TFTP/SFTP 69/22
TFTP/SFTP

-u SFTP
SFTP

-pw SFTP
SFTP

-f

-del keycfg

-deltype

keycfg [options]
option:
-add
-ip ip_address
-pn port_number
-u username
-pw password
-f filename
-del key_index
-deltype key_type
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Idap

system> keycfg

ID Type Valid Uses Status Description
1 4 10/10/2010 5 "valid" "IMM remote presence"
2 3 16/20/2010 2 "valid" "IMM feature"
system>
Idap LDAP
-a local only LDAP only local first then LDAP LDAP
first then local
-aom enabled disabled
-b anonymous bind with ClientDN and password bind with
Login Credential
-C client_dn 127
-d search_domain 63
-f group_filter 127
-fn Active Directory 127
-g group_search_attr 63
-1 string 63
-p client_pw 15
-pc confirm_pw 15
Idap -p client_pw -pc confirm_pw
confirm_pw client_pw
-ep /
-r (DN) root_dn 127
-rbs Active Directory enabled disabled
-slip 1 /1P host name/ip_addr 127
-s2ip 2 /1P host name/ip_addr 127
-s3ip 3 /1P host name/ip_addr 127
-s4ip 4 /1P host name/ip_addr 127
-slpn 1 port_number 5
-s2pn 2 port_number 5
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ntp

II

-s3pn

port_number 5

-s4pn

port_number 5

Security (RBS) Snap-In

-tbs Role-Based Based
Active Directory

-u

UID

search_attrib 63

-v

DNS

LDAP

off

on

h

1dap [options]

-a loc|ldap|locld|ldloc

-aom enable/disabled
-b anon|client|login

-C

client_dn

-d search_domain

-f group_filter

-fn forest_name

-g group_search_attr

-1
-p

string
client_pw

-pc confirm_pw
-ep encrypted _pw

-r

root_dn

-rbs enable|disabled

-slip host name/ip_addr
-s2ip host name/ip_addr
-s3ip host name/ip_addr
-sdip host name/ip_addr

-slpn port_number
-s2pn port_number
-s3pn port_number
-s4pn port_number

-t

name

-u search_attrib

-V

offlon

ntp

(NTP)

enabled disabled

IP

NTP NTP

f

MM2
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-synch

ntp [options]
options:

-en state

-1 hostname/ip_addr
-f  frequency

-synch

system> ntp
-en: disabled
-f: 3 minutes
-i: not set

passwordcfg
passwordcfg

-legacy
-high
-exp 0 365 0

-cnt 0 5

-nul (yes | no)

-h

passwordcfg [options]

options: {-high}|{-1legacy}|{-exp|-cnt|-nul}
-lTegacy

-high

-exp:

-cnt:

-nul:

-h

system> passwordcfg
Security Level: Legacy
system> passwordcfg -exp 365

ok

system> passwordcfg -nul yes
ok

system> passwordcfg -cnt 5
ok

system> passwordcfg
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ports

II

Security Level: Customize
-exp: 365

-cnt: 5

-nul: allowed

ports IMM2

ports IMM2
-open
-reset
-httpp HTTP 80
-httpsp HTTPS 443
-telnetp Telnet CLI 23
-sshp SSH CLI 22
-snmpap SNMP 161
-snmptp SNMP 162
-1pp 3900
-cimhp CIM over HTTP 5988
-cimhsp CIM over HTTPS 5989

ports [options]
option:
-open
-reset
-httpp port_number
-httpsp port_number
-telnetp port_number
-sshp port_number
-snmpap port_number
-snmptp port_number
-rpp port_number
-cimhp port_number
-cimhsp port_number

system> ports
-httpp 80
-httpsp 443
-rpp 3900
-snmpap 161
-snmptp 162
-sshp 22
-telnetp 23
-cimhp 5988
-cimhsp 5989
system>




portcfg

portcfg IMM?2
IMM2
Adapter Networking and Security Configuration
IMM2 IPMI CLI
Remote Supervisor Adapter II CLI serred cliauth
portcfg
(®)
-b 9600 19200 38400 57600 115200
-p none odd even
- 1 2
-climode CLI 0 1 2
* 0 = none CLI
e 1 = cliems CLI EMS
e 2 = cliuser CLI
portcfg [options]
-b baud_rate
-p parity
-s stopbits
-climode mode
system> portcfg
-b : 57600
-climode : 2 (CLI with user defined keystroke sequence)
-p even
-s : 1
system> portcfg -b 38400
ok
system>
portcontrol
portcontrol
IPMI portcontrol IPMI
IPMI -ipmi on off
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-ipmi ipmi on off
623

portcontrol [options]
options:
-ipmi on/off

system> portcontrol

-ipmi : on
system>
restore
restore
-f
-Pp
-ip TFTP/SFTP 1P 1P
-pn TFTP/SFTP 69/22
-u SFTP
-pw SFTP

restore [options]
option:
-f filename
-pp password
-ip ip_address
-pn port_number
-u username
-pw password

system> restore —f imm-back.cli —pp xxxxxx —ip 192.168.70.200
ok
system>

restoredefaults
restoredefaults IMM?2
¢ restoredefaults
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restoredefaults

system> restoredefaults

This action will cause all IMM settings to be set to factory defaults.

If this is the local system, you will Tose your TCP/IP connection as a result.
You will need to reconfigure the IMM network interface to restore connectivity.
After the IMM configuration is cleared, the IMM will be restarted.

Proceed? (y/n)

Y
Restoring defaults...

scale
scale

. scale

-auto

-auto

-auto Node_Key

-create <Nodel_Key> <Node2_Key>,

-create _with_physical_node_id
<PhysNodeldl> <PhysNodeld2>"
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-delete -partid <id>l|-node
<Node_Key>"

-delete

-mode [stand-alonelpartition] [-partid
<id>l-node <Node_Key>]'

-start -partid <id>|-node <Node_Key>'

-reset -partid <id>l|l-node
<Node_Key>'
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-stop -partid <id>l-node <Node_Key>'

-poweron -partid <id>l|-node
<Node_Key>'

-poweroff -partid <id>l|-node
<Node_Key>'
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II

-powercycle -partid <id>|-node
<Node_Key>'

-partid id

-node Node_Key

-smp

“h -help scale

scale

system> scale
SMP Hardware =2-node SMP

Complex Signature =COMD
Complex ID =0x4062
Complex Partition Count =1
Complex Node Count =2

Node[0] UUID =575D2D11717411E382996CAE8B7037F0
Node[0] Serial Number =23ZBVC8

Node[0] Node Key =0x6F00

Node[0] Machine Type & Model =7903AC1
Node[0] Slot ID =3-4

Node[0] Logical ID =0x00

Node[0] Partition ID =0x01

Node[0] Partition Node Count =0x02
Node[0] Partition Flags =0x1F

Node[0] String ID =23ZBVC8[3-4]

Node[0] Port[0] Remote Node Key =0x3F01
Node[0] Port[0] Remote Port Number =0x00
Node[0] Port[0] Status =Enabled

Node[0] Port[0] Type =QPI

Node[0] Port[1] Remote Node Key =0xFFFF
Node[0] Port[1] Remote Port Number =0xFF
Node[0] Port[1] Status =Disabled

Node[0] Port[1] Type =QPI

Node[0] Port[2] Remote Node Key =OxFFFF
Node[0] Port[2] Remote Port Number =0xFF




Node[0]
Node[0]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
Node[1]
system>

scale [optio
options:
-auto node

system> scal
—auto 0x2f00
system>

system> scal
—auto
system>

scale [optio
options:

Port[2]
Port[2]

UUID =DEDB90B5722111E3BADB6CAE8B703620

Status =Disabled
Type =QPI

Serial Number =23ZBVFO

Node Key =0x3F01

Machine Type & Model =7903ACl
STot ID =5-6

Logical

ID =0x01

Partition ID =0x01
Partition Node Count =0x02
Partition Flags =0x1F
String ID =23ZBVFO[5-6]

Port[0]
Port[0]
Port[0]
Port[0]
Port[1]
Port[1]
Port[1]
Port[1]
Port[2]
Port[2]
Port[2]
Port[2]

ns]

_key

e

e

ns]

Remote Node Key =0x6F00
Remote Port Number =0x00
Status =Enabled

Type =QPI

Remote Node Key =0xFFFF
Remote Port Number =0xFF
Status =Disabled

Type =QPI

Remote Node Key =0xFFFF
Remote Port Number =0xFF
Status =Disabled

Type =QPI

-create nodel_key nodeZ_key

system> scal

e

—create 0x2f00 0x8f01

system>

scale [optio
options:

ns]

-create _with_physical_node_id

system> scal

-create_with_physical_node_id <PhysNodeIdl PhysNodeId2>

system>

e
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II

scale [options]
options:
-delete

system> scale
—delete —node 0x2f00
system>

system> scale
—delete —partid 1
system>

scale [options]
options:
-mode

system> scale
—-mode standalone —partid 1
system>

system> scale
—-mode partition —partid 1
system>

system> scale
—-mode standalone —node 0x2f00
system>

system> scale
—mode partition —node 0x2f00
system>

scale [options]
option:
-start

system> scale
—start —partid 1
system>

system> scale
—start —node 0x2f00
system>

scale [options]
option:
-reset

system> scale
—-reset —partid 1
system>

system> scale
-reset —node 0x2f00
system>



scale [options]
option:
-stop

system> scale
—stop —partid 1
system>

system> scale
—stop —node 0x2f00
system>

scale [options]
option:
-poweron

system> scale
—poweron —partid 1
system>

system> scale
—poweron —node 0x2f00
system>

scale [options]
option:
-poweroff

system> scale
—poweroff —partid 1
system>

system> scale
—poweroff —node 0x2f00
system>

scale [options]
option:
-powercycle

system> scale
—powercycle —partid 1
system>

system> scale
—powercycle —node 0x2f00
system>

scale [options]
option:
-partid
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system> scale

-partid 1

Partition Id 1
Node count = 2
Complex id = 0x3360

Node Logical id =0x00

Node UUID = BA DF CC OC DC A7 4E D6 96 44 D9 24 49 10 29 C3

Node serial number = BOGUS04

Node key =0x2F00

Node machine type = 7903AC1

Node partition id =0x01

Node partition count =0x02

Node partition flags =0x1F

Node string id = []
Node port[0] remote node key =0x0001
Node port[0] remote node number =0x00
Node port[0] port status =0x01
Node port[0] port type =0x00
Node port[1] remote node key =0x00FF
Node port[1] remote node number =0xFF
Node port[1] port status =0x00
Node port[1] port type =0x00
Node port[2] remote node key =0x00FF
Node port[2] remote node number =0xFF
Node port[2] port status =0x00
Node port[2] port type =0x00

Node Logical id =0x01

Node UUID = BA D4 FF 2D F7 49 45 36 A9 E5 4E 77 6C 41 8B A0

Node serial number = BOGUSO05

Node key =0x8F01

Node machine type = 7903AC1

Node partition id =0x01

Node partition count =0x02

Node partition flags =0x1F

Node string id = []
Node port[0] remote node key =0x0000
Node port[0] remote node number =0x00
Node port[0] port status =0x01
Node port[0] port type =0x00
Node port[1] remote node key =0x00FF
Node port[1] remote node number =0xFF
Node port[1] port status =0x00
Node port[1] port type =0x00
Node port[2] remote node key =0x00FF
Node port[2] remote node number =0xFF
Node port[2] port status =0x00
Node port[2] port type =0x00

system>

scale [options]
option:
-node

system> scale

-node 0x2f00

Node Logical id =0x00
Node UUID = BA DF CC OC DC A7 4E D6 96 44 D9 24 49 10 29 C3
Node serial number = BOGUS04
Node key =0x2F00
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set

Node machine type = 7903ACl

Node partition id =0x01

Node partition count =0x02

Node partition flags =0x1F

Node string id = []
Node port[0] remote node key =0x0001
Node port[0] remote node number =0x00
Node port[0] port status =0x01
Node port[0] port type =0x00
Node port[1] remote node key =0x00FF
Node port[1] remote node number =0xFF
Node port[1] port status =0x00
Node port[1] port type =0x00
Node port[2] remote node key =0x00FF
Node port[2] remote node number =0xFF
Node port[2] port status =0x00
Node port[2] port type =0x00

system>

scale [options]
option:
-smp

system> scale

—smp —partid 1

SMP Hardware =2-node SMP
system>

scale [options]
option:
-help

system> scale
-h
system>

system> scale
—help
system>

set IMM2
. set IMM2
. CLI

value
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set [options]
option:
value

smtp
smtp SMTP

smtp SMTP

-auth SMTP enabled disabled

-authepw | SMTP

-authmd SMTP CRAM-MD5 LOGIN

-authn SMTP 256

-authpw SMTP 256

-pn SMTP

-S SMTP 1P Ip

63

smtp [options]

option:
-auth enabled|disabled
-authepw password
-authmd CRAM-MD5|LOGIN
-authn username
-authpw password
-s ip_address_or_hostname
-pn port_number

system> smtp
-s test.com
-pn 25
system>

snmp
shmp SNMP

snmp SNMP
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-a SNMPv1 on off
SNMPv1
. -cn IMM2
. -1 IMM?2
. _cx SNMP
. -Cxiy SNMP
1P
-a3 SNMPv3 on off
SNMPv3
. -cn IMM?2
. -1 IMM?2
-t SNMP on off
-1 IMM?2 47
nn IMM2
-cn IMM?2 47
nn IMM2
-cx SNMP X 15
. X 1 2 3
nn SNMP
-cxiy SNMP x IP 1P 63
y
. X 1 2 3
. y 1 2 3 1P
e IP
. SNMP 1P
-cax SNMPv3 X get set trap
X 1 2 3
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snmp [options]

option:

-a State

-a3 st

ate

-t state

-1 loc
-cn co

ation
ntact_name

-cl snmp_community_I_name
-c2 snmp_community 2 name
-c3 snmp_community_3_name

-clil
-cli2
-cli3
-c2il
-c2i2
-c2i3
-c3il
-c3i2
-c3i3
-cal ¢
-ca2 ¢
-ca3 ¢

system>
-a Enabl
-a3 Enab
-t Enabl
-1 RTC,N
-cn Snmp
-cl publ
-clil 19
-cli2 19
-cli3 19
-cal set
-chl spe
-c2 priv
-c2il 19
-c2i2
-c2i3
-ca2 get
-ch2 spe
-c3
-c3il
-c3i2
-c3i3
-ca3 get
-ch3 ipv
system>

snmpalerts

II

sn

community 1 _ip_address_or_hostname_l
community 1 _ip_address _or_hostname_ 2
community_1_ip_address_or_hostname_3
community 2 _ip_address _or_hostname 1
community 2 ip_address_or_hostname_2
community 2_ip_address_or_hostname_3
community 3_ip_address_or_hostname_l
community 3 ip_address_or_hostname_2
community 3 _ip_address_or_hostname_3
ommunity_1_access_type

ommunity 2 access_type

ommunity 3 access_type

snmp
ed
led
ed
C

Test
ic
2.44.146.244
2.44.146.181
2.44.143.16

cific
ate
2.42.236.4

cific

4only

mpalerts SNMP

snmpalerts

SNMP

-status

SNMP on off




-crt

all none custom:telvolpoldilfalcplmelinlrelot

snmpalerts -crt
custom:telvo cus-
tom

° te
* vo
* po
e di
e fa
. cp
* me
* in
° re

* ot

-crten

enabled disabled

-wIrn

all none custom:rpltelvolpolfalcplmelot

snmpalerts -wrn
custom:rplte custom

. 1p
e te

* vo
* po
* fa

. cp
* me

e ot

-wrnen

enabled disabled

-sys

all none custom:loltiolotlpolbfltillpfleline

snmpalerts -sys
custom:loltio cus-

tom
* lo

* tio

. bf

. il

o pf (PFA)
el 75%
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-sysen enabled disabled

snmpalerts [options]
options:

-status status
-crt event_type
-crten state
-wrn event_type
-wrnen state
-sys event_type
-sysen state

srcfg
srcfg CLI
Adapter Net-
working and Security Configuration
MM2 - Remote Supervisor Adapter II CLI
-passthru entercliseq
srcfg
srcfg -entercliseq
-entercliseq CLI CLI
15
@)
Ctrl Ctrl al Esc
M A Ctrl
ASCII- Ctrl
A Esc (
srcfg [options]
options:
-entercliseq entercli_keyseq
system> srcfg
-entercliseq ~[Q
system>
sshcfg
sshcfg SSH
sshcfg SSH
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ssl

-cstatus SSH CLI enabled disabled

-hk gen SSH

-hk rsa RSA

sshcfg [options]
option:
-cstatus state
-hk gen
-hk rsa

system> sshcfg

-cstatus enabled

CLI SSH port 22

ssh-rsa 2048 bit fingerprint: b4:a3:5d:df:0f:87:0a:95:f4:d4:7d:c1:8c:27:51:61
1 SSH public keys installed

system>
ssl SSL
SSL
ssl SSL
-ce SSL on off
-se SSL on off
-cime SSL on off
CIM over HTTPS
portcfg [options]
options:
-ce state
-se state
-cime state
ssl CLI

Server secure transport enable

Server Web/CMD key status

Private Key and Cert/CSR not available
Private Key and CA-signed cert installed

219



SSL server CSR key

Private
Private

Private

Private
Private
Private
Private

Private

Key
Key
Key

Key
Key
Key
Key
Key

and Auto-gen self-signed cert installed
and Self-signed cert installed

stored, CSR available for download

status

and Cert/CSR not available

and CA-signed cert installed

and Auto-gen self-signed cert installed
and Self-signed cert installed

stored, CSR available for download

SSL client LDAP key status

Private
Private
Private
Private

Private

Key
Key
Key
Key
Key

and Cert/CSR not available

and CA-signed cert installed

and Auto-gen self-signed cert installed
and Self-signed cert installed

stored, CSR available for download

SSL client CSR key status

sslcfg

Private
Private
Private
Private

Private

sslcfg

Key
Key
Key
Key
Key

and Cert/CSR not available

and CA-signed cert installed

and Auto-gen self-signed cert installed
and Self-signed cert installed

stored, CSR available for download

IMM2 SSL

sslcfg SSL

-server

SSL

enabled disabled

SSL

-client

SSL

enabled disabled

SSL

-cim

CIM over HTTPS enabled disabled

CIM over HTTPS

-1

TFTP/SFTP

1P Ip

TFTP SFTP 1P

CSR
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TFTP/SFTP

69/22

SFTP

SFTP

CSR

-dnld

-cert

-Csr

-upld

-cert -i

-tcx

SSL

import download

remove

X

Country

CSR

60
CSR

50
CSR

60
CSR

IMM2

60
CSR

60
CSR

60
CSR

60
CSR

-S

Surname

60
CSR

60
CSR

Initials

20
CSR

60
CSR

CSR

CSR

60
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sslcfg [options]
option:

-server state

-client state

-cim state

-i ip_address

-pn port_number

-u username

-pw password

-1 filename

-dnld

-upld

-tcx action

-c country_code

-Sp state_or_province
-cl city_or_locality
-on organization_name
-hn imm_hostname

-cp contact_person
-ea email_address

-ou organizational _unit
-S surname

-gn given_name

-in initials

-dq dn_qualifier
-cpwd challenge_password
-un unstructured_name

system> sslcfg

-server enabled
-client disabled
-sysdir enabled

SSL Server Certificate status:
A self-signed certificate is installed
SSL Client Certificate status:
A self-signed certificate is installed

SSL CIM Certificate status:

A self-signed certificate is installed
SSL Client Trusted Certificate status:

Trusted Certificate 1:

Not available

Trusted Certificate 2: Not available
Trusted Certificate 3: Not available
Trusted Certificate 4: Not available

telnetcfg
telnetcfg Telnet
telnetcfg Telnet
-en Telnet disabled
Telnet

Otelnetcfg [ 1
option:
-en state
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tls

system> telnetcfg
-en 1
system>

tls TLS

-min TLS 1.0 1.1

1.2

h

1. NIST-800-131A Compliance Mode

TLS

1.2

tls [options]
option:
-min 1.0|1.1|1.2

tls

system> tls
-h system>

tls

system> tls
-min 1.0
system>

tls 1.2

system> tls
-min 1.2

ok

system>

thermal

thermal

thermal

-mode normal

performance

thermal [options]
option:
-mode thermal_mode
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system> thermal
-mode normal

system>
timeouts
timeouts timeouts
Web

-f disabled 0.5 1 2
34 5 75 10 15 20 30 60
120

-1 disabled 0.5 1 1.5
2 2.5 3 3.5 4
45 5 7.5 10 15 20 30 60
120

-0 disabled 2.5 3 3.5 4

timeouts [options]

options:

-f power_off delay watchdog_option

-0 0S_watchdog option

-1 loader_watchdog_option

system> timeouts

-0 disabled

-1 3.5

system> timeouts -0 2.5

ok

system> timeouts

-0 2.5

-1 3.5

usbeth
usbeth LAN over USB

usbeth [options]

-en <enabled|disabled>

system>usbeth

-en : disabled
system>usbeth -en enabled
ok

system>usbeth

-en : disabled
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users

users users
users
-user_index 1 12 all
-n 4
16
p
6 20
-a super ro custom
* super
° ro
e custom o
custom:am|rca
am
rca
rcvma
pr /
cel
bc -
nsc -
ac -
-ep /
-clear
users -clear -user_index
-curr
-sauth SNMPv3 HMAC-MD5 HMAC-SHA none
-spriv SNMPv3 CBC-DES AES none
-SpwW SNMPv3
-sepw SNMPv3
-sacc SNMPv3 get set
-strap SNMPv3
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. SSH

-userindex

-pk SSH
. SSH
. SSH
-userindex -pk users
-2-pk
. OpenSSH
-e OpenSSH users -pk
SSH
SSH
SSH -userindex -pk users
-2 -pk -e
-remove SSH
-key_index -all
SSH
SSH -userindex -pk users
-2 -pk -remove -1
-add SSH OpenSSH
SSH e -add users -pk
. SSH
-userindex -pk
users -2 -pk -add "AAAAB3NzClyc2EAAAABIwAAA
QEAvfnTUzRF7pdBuaBy4d0/alFasa/Gtc+o/wlZnuC4aD
HMA1UmnMyLOC1iIaNOy400ICEKCqjKEhrYymtAoVtfKApv
Y39GpnSGRC/qcLGWLM4cmirKL5kxHNOgIcwbhT1INPceoKH
j46X7E+mg1 fWnAhhjDpcVFjagM3Ek2y7w/tBGrwGgN7DP
HJU1tzcJy68mEANIrzjUoR98Q3/B9cJID77ydGKe8rPdI2
hIEpXR5dNUiupAlYd8PSSMgdukASKEd3eRRZTB13SAtMu
cUsTkYj1Xcqex10Qz4+N50R6MbNcw1sx+mTEAvvcpJdhug
a70UNPGhLJIM16k7jediQ8Xd2p Xb0zQ=="
-upld SSH -i -1
SSH

users -pk

-key_index

-pk users

-2 -pk -upld -i tftp://9.72.216.40/ -1 file.key
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-dnld SSH -key_index -1
-1 TFTP
SSH
e -dnld users -pk
- -1 -key_index
. SSH
-userindex -pk users
-2 -pk -dnld -1 -i tftp://9.72.216.40/ -1
file.key
4 1P
TFTP/SETP users -pk -upld users -pk -dnld
1P -i
SSH
-pn TFTP/SFTP 69/22
users -pk -upld users -pk -dnld
SSH
-u SFTP
users -pk -upld users -pk -dnld
SSH
-pw SFTP
users -pk -upld users -pk -dnld
SSH
-1 TFTP
SFTP users -pk -upld users -pk -dnld
-1
SSH
-af 1P 511
SSH
-cm 255
SSH
SSH -userindex -pk users
-2 -pk -cm "This is my comment."

users [options]

-user_index

-n username

-p password

-a authority level

-ep encryption_password
-clear

-curr

-sauth protocol

-spriv protocol
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-spw password
-sepw password
-sacc state
-strap hostname

users -pk [ 1

-e
-remove index
-add key

-upld

-dnld

-i ip_address
-pn port_number
-u username

-pw password

-1 filename

-af list

-cm comment

system> users

1. USERID Read/Write

Password Expires: no expiration
2. manu Read Only

Password Expires: no expiration
3. eliflippen Read Only

Password Expires: no expiration
4. <not used>

5. jacobyackenovic custom:ce1|ac
Password Expires: no expiration
system> users -7 -n sptest -p PASSWORD -a custom:am|rca|cel|nsc|ac
ok

system> users

1. USERID Read/Write

Password Expires: no expiration
2. test Read/Write

Password Expires: no expiration
3. test2 Read/Write

Password Expires: no expiration
4. <not used>

5. jacobyackenovic custom:ce1|ac
Password Expires: no expiration
6. <not used>

7. sptest custom:am|rca|cel|nsc|ac
Password Expires: no expiration
8. <not used>

9. <not used>

10. <not used>

11. <not used>

12. <not used>

system>
IMM2
IMM2
o | 229 alertentries |
« | 231 batch |
< | 232 clearcfg |
o | 232 clock |
«| 233 identify [
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«| 233 info

«| 233 resetsp

o | 234 spreset
alertentries

alertentries

« alertentries -number -test

alertentries

* alertentries -number number 0 12
-number 1 12

-status on off

-type email syslog
-log on off

-n

-e

-ip Syslog IP P

-pn Syslog

-del

-test

-crt all none custom:telvolpoldilfalcplmelinirelot

alertentries -crt custom:telvo
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-crten

enabled

disabled

-wrn

all none

<P
* te
* Vo
* po
e fa
« cp
* me

° ot

custom:rpltelvolpolfalcpimelot

alertentries -wrn custom:rplte

-wrnen

enabled

disabled

-sys

all none custom:loltiolotlpolbfltillpfleline

e tio
* ot
« po
e bf
e il
o pf
e el

® ne

alertentries -sys custom:loltio

(PFA)
75%

-sysen

enabled

disabled

alertentries [options]
options:
-number recipient_number
-status status
-type alert_type
-log include_log state
-n recipient_name
-e email_address
-ip ip_addr_or_hostname
-pn port_number
-del
-test
-crt event_type
-crten state
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batch

-wrn event_type
-wrnen state
-sys event_type
-sysen state

system> alertentries
test

<not used>
<not used>
<not used>
<not used>
<not used>
<not used>
<not used>
9. <not used>
10. <not used>
11. <not used>
12. <not used>

ONOYOT P WMN
e e e e e s e e

system> alertentries -1

-status off

-lTog off

-n test

-e test@mytest.com
-crt all

-wrn all
-sys none
system>
batch CLI
° 3 ‘#’ 9
-f
-ip TFTP/SFTP 1P 1P
-pn TFTP/SFTP 69/22
-u SFTP
-pw SFTP

batch [options]
option:
-f filename
-ip ip_address
-pn port_number
-u username
-pw password
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232

system> batch —f sslcfg.cli —ip 192.168.70.200
1 : sslcfg —client —dnld —ip 192.168.70.20
Command total/errors/warnings: 8 / 1 / 0

system>
clearcfg
clearcfg
clock
clock
GMT
° GMT
- +2
bei
- -7
- -6
- -5
- -4
cat
- 3
bre -
. 2000
e GMT

II

clock [options]

-d mm/dd/yyyy
-t hh:mm:ss

-g gmt offset

IMM2
IMM2 IMM2

IMM2 GMT

+2 7 6 5 4 3

off ee mik
amm jem
off mtn maz
off mex cna
off cub ena
off asu cui
off gtb moo
2089 2000 2089
9:50:25
+2:00 +2 2

-dst on/off/special case

system> clock

12/12/2011 13:15:23 GMT-5:00 dst on
system> clock -d 12/31/2011

ok
system> clock

12/31/2011 13:15:30 GMT-5:00 dst on

tky

san

09:50:25
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identify

info

identify -d

identify [options]

-s on/off/blink
-d seconds

system> identify

-s off

system> identify -s on -d 30
ok

system>

info IMM2

info IMM2

-S on

-name IMM2

-contact IMM2

-location IMM2

-room’ IMM?2

-rack’ IMM2

-rup’ IMM2

1. IMM2 IBM Flex System

info [options]

option:
-name imm_name
-contact contact_name
-location imm_location
-room room_id
-rack rack_id
-rup rack_unit_position
-ruh rack_unit_height
-bbay blade_bay

resetsp

resetsp IMM2
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spreset

spreset IMM2

Service Advisor

234

Service Advisor

« | autoftp |
«| 235 chconfig [
«| 236 chlog [
« | 236 chmanual |
o | 237 events [
o | 237 sdemail [
autoftp
autoftp IMM2 FTP/TFTP/SFTP
-m ftp sftp tftp disabled

. ftp
. tftp =i -p
4 1P
FTP SFTP  TFTP
1P
-p 1 65535
FTP SFTP  TFTP
-u 63
FTP SFTP  TFTP
-pw FTP 63

autoftp [options]
option:
-m mode
-i ip_address_or_hostname
-p port_number
-u user_name
-pw password
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chconfig

chconfig

Service Advisor IBM

HTTP

Service Advisor

chconfig -li

Service Advisor

IBM Service Support Center

HTTP

-li Service Advi-

sor

view accept

-sa Service Advisor IBM

enabled disabled

-sc IBM Service Support Cen- 1SO
ter

Service Advisor
-ce userid@hostname 30
-cn 30
-co 30
-cph 5 30
-cpx 1 5

Service Advisor
-ae userid@hostname 30
-an 30
-aph 5 30
-apx 1 5
-mp 5 30
HTTP
-loc HTTP HTTP 1P 63
-po HTTP 1 65535
-ps HTTP enabled disabled
-pw HTTP 15
-u HTTP 30

chconfig [options]
option:
-14 view|accept
-sa enable|disable
-Sc service_country_code
-ce contact_email
-cn contact_name
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chlog

-Co company_name
-cph contact_phone

-cpx contact_extension_phone

-an alternate_contact_name
-ae alternate_contact_email

-aph alternate_contact_phone

-apx alternate_contact_extension_phone
-mp machine_phone_number
-loc hostname/ip_address

-po proxy_port
-ps proxy_status

-pw proxy_pw

-cc1 machine_country_code

-U proxy_user_name

chlog

Service Advisor

chlog

-index

chlog

-ack

yes

no
-event_index

1IBM

FTP/TFTP

chlog [options]
option:

-index
-ack state
-s

-f

chmanual

II

chmanual

chconfig
chmanual -test
chmanual -desc




-test

-desc 100
chmanual [options]
option:
-test
-desc message
events
events Service Advisor
events IMM2
-add Oxhhhhhhhhhhhhhhhh
-rm Oxhhhhhhhhhhhhhhhh
events -che [options]
option:
-add event_id
-rm event_id
sdemail
sdemail sdemail
IMM2
-to
o 119
useridl@hostnamel,userid2@hostname?2
2 20
-subj 119
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sdemail [options]
option:
-to recipient_info
-subj subject
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